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Introduction 


I make no excuses or apologies for publishing this material as people need to know what is going 
on and be made aware of this company that commits fraud on a daily basis. They are scammers 
through and through and will do everything they can to make out they are a legit company. 


Exactly a week ago Lazada Market contacted me via Viber, the social network platform here, 
very popular in the Philippines, and were offering me work, asking if I was interested. Well, I 
have had so many dealings with these types of approaches in the past, finding out most of them 
to be scammers, which is rife here, by the way, that at first I told them I was not interested, 
especially if they were scammers. They assured me they weren’t and that they have been in 
business for a decade. Really? So, I said, ‘OK, tell me more,’ just to play along with their little 
game. All scammers think they are clever. They think everyone they contact is stupid and 
gullible, eager to part with their cash. Well, not me. I’ve been bitten before, so I know now when 
to spot the scams. They then asked if I had a WhatsApp account. ‘Yes, I do.’ And that was the 
end of the conversation on Viber. I then got shifted to a group on WhatsApp. 


Basically, what they were offering was to go onto Lazada, the biggest marketing service online 
in Southeastern Asia, and click on a link which will take me directly to the product. You click on 
the heart shape icon to show you like the product, take a screenshot, and send the screenshot to 
admin to prove you have done it. For this you will get paid 50 pesos, which in English money is 
about 70 pence. Doesn’t sound like a lot, but it only takes 1 minute. This amount is then paid 
immediately into your GCash account. You are then asked to post a screenshot of the receipt to 
the group chat to prove you have been paid. This will convince others in the group the company 
is legit, so it backs up everything they are saying. You then wait for the next link to come 
through, and that could be a few minutes later, or even half an hour or an hour, but at least they 
have the decency to warn you when it will be. So, you need to be on standby, next to your phone 
all the time from when they first open, about 10 in the morning, till when they close, about 8 at 
night, when they say thank you and goodnight. 


Now, I am not particularly renowned for my patience, but you must play it their way. I had to 
assume that between tasks they were searching for other products that needed to be liked. They 
then send you another task, again it literally takes about a minute. Screenshot the page and again 
send it to admin, and once again a few minutes later you receive another 50 pesos in your GCash 
account. This sounds really easy work, and it is, but as I said you have to be on standby all day 
and once you have been warned there is another task in the next ten minutes, you have to notify 
them that you are ready. Everyone else in the group will do the same. And so it continues, 
another task, another payment, etc. This is the sort of job that is handy for anyone who is stuck at 
home and has nothing better else to do. I, luckily, work from home so it was no skin off my nose. 
Just make sure your phone is on, fully charged, and you have a good internet connection. 


By five o’clock in the evening I had been paid 300 pesos for about 10 minutes of actual work. 
This was great for me because I could order things online using money in my GCash account. So 
I was happy. It didn’t appear to be a scam after all and my money soon went out of my account 
to pay bills, etc. But by then I was still waiting and was slightly worried. When was the next task 
going to be? We then got an alert, and they said in the next ten minutes to be ready. OK, I’m 
ready. But wait, they hit us with the clincher. If you upgrade to VIP membership you will get 
paid 100 pesos for the next task, rather than just 50. All you need to do is notify the VIP account 
holder and he will upgrade you. Naturally, being the greedy person that I am, I opt for VIP 
membership, as did everybody else. And that’s where they hit you with the scam. You need to 
pay for a prepaid task which will optimise how much you earn. I knew straight away this was a 
scam, but in the back of my mind, up till that point, I was hoping it wasn’t. It would be foolish of 
anyone to think a job opportunity like this is genuine. It isn’t. And because I refused to play their 
game by paying into their scheme, the jobs went dead, even after a second opportunity was given 
the following day. I, like a few others, were stopped, prevented from going any further. There 
were no more normal tasks. That was the end of it. I didn’t lose any money. As I said, I got 300 
pesos out of them which came in handy. Yet this is a warning to everyone: do not fall for this 
scam. It is too easy to get duped into it with fake taskers who are there to goad you on by 
offering fake proofs of payment, encouraging you to take the plunge. Don’t. 


This is a summary of the Prepaid Task Scam and how it works: 


Scammers will try to exploit messaging platforms, like Telegram, Viber, WhatsApp, etc., to 
deceive people and trick them into giving money. They will pose as legitimate organisations, 
companies, or representatives of them, and offer at first job opportunities which promise quick 
and easy money before they move onto the prepaid task stage. 


Here are the signs indicating a potential prepaid scam: 


1. Unsolicited messages: Be cautious of anything coming from an unknown individual or 
group on a messaging platform, especially if they promise high earnings or easy tasks. 

2. Paid tasks: If you decide to go ahead with the job opportunity, they will reward you small 
amounts of money to make out this is genuine and to gain your trust. 

3. The upgrade scam: To continue with the work, they will present you with an offer to join 
a VIP group where you stand to earn more money. 

4. The VIP group: This is where the real scam begins. If you do decide to move to the next 
stage, by joining this group, the scammers will entice you with a lucrative offer. 

5. Requests for upfront payment: They will then ask for an upfront payment under the guise 
of a prepaid task. Legitimate employers generally do not require upfront payments from 
employees. In fact, they never do, but these people will. 

6. Lack of verifiable information: They will give you limited or inconsistent information 
about the prepaid task, or the company, or persons contacting you. Verify the legitimacy 
of the organisation or individual beforehand by conducting some research. See if you can 
find them, if not be cautious. Lack of information about them means one thing: they are 
scammers and therefore not to be trusted. 

7. Poor grammar or spelling mistakes: Pay attention to the quality of the communication 
from them. Scammers often make grammatical errors or demonstrate poor language skills 


in their messages. This is because they are contacting you in a language that is not their 
mother tongue. It also demonstrates how unprofessional they are (a proper recruiting 
company will pay someone to produce a script that looks professional, etc., these people 
don’t). 

8. Pressure tactics: Scammers may use urgency to manipulate you into making quick 
decisions, as in ‘This opportunity will close shortly. Don’t miss out.’ Take your time to 
carefully evaluate what they are offering, and get financial advice by consulting with 
professional people you know. 

9. Gut instinct: Always trust your gut. If something feels too good to be true or makes you 
wary, then err on the side of caution. Just say no. 

10. Block them immediately: If you’re suspicious and don’t wish to proceed then block them 
and have nothing to do with them. In this way you will save money, rather than lose it. 


The following pages contain the actual script of the chats I had with Lazada Market. After that, 
under the section ‘Further Evidence’, I have provided plenty of examples of other people’s 
experiences dealing with scammers and the prepaid scam. Some of these people have lost 
thousands. These testimonies have been drawn from various websites. They are included here for 
the sake of convenience, and to substantiate my example, so you can see how the scam actually 
works and how the scammers appear to be genuine but are not. 


At the end of this work, I conclude that we all need to out-scam the scammers to drive them out 
of business, and that can only be done by playing them at their own game. It is very risky, and 
you could lose a small amount of money. But you could also earn quite a bit as well, as long as 
you are cautious and know what you are doing. This I call ‘Scam-Busting.” Become a Scam- 
Buster and demonstrate how much better you are than them. 


Have fun Scam-Busting. Best of luck. 


J. Lange 
Manila 
25th March 2024 


Postscript 


Monday, 8.25pm: No sooner have I finished writing this introduction when I get a message from 
Viber, this time from a Melody Morada, working on behalf of a company called ‘Intero Digital 
Marketing’, asking me if I would like a job as a reviewer on the Lazada shopping app. Bloody 
unbelievable! These people will just not stop. Well, guess what? I am going to out-scam them. 


Online History 


The following pages are the conversations that took place, first on Viber, then on WhatsApp, 
between 18/03/24 and 20/03/24. They are in chronological order, exactly as they occurred. 


My Viber contact was someone called Tempe. His/her phone number was +66623273251. 
The conversation went as follows: 


Monday 11.22am 
Hello, sorry to bother you, I am Mhaye from the HR department at Lazada Market. Are you 
looking for an remote part-time job that makes extra income? 


Mhaye? Not Tempe? Very strange. 


Monday 11.28am 
Depends if you’re a scammer or not. 


Monday 11.28am 
We are a registerted company working since a decade and we do not ask you for anything, just 
work and earn with us. 


That’s a big lie for a start. They do ask us for something, money! And this person of course is not 
going to admit they are scammers, are they? That would be really stupid. He continues: 


Position 

Influencer Marketing Audience 

© Our Business 

Our division mainly helps businesses to promote their products and services to increase their 
sales. 

Responsibilities 

Your job is to like the specified products. 

Task Details 

One task takes only 2-3 minutes to complete. You will receive a task every hour. 

© Requirements 

You should have a verified GCash and should be more than 22 years old 

Bonus Details 

You will receive a 50 PHP reward immediately to your GCash after each completed task. 
Compensation and Salary 


Employees who complete more than 90% of their tasks will receive a basic salary as follows; 
3,000 pesos for 5 consecutive days of continuous participation. 

12,000 pesos for 15 days of continuous participation. 

30,000 pesos for 30 days of continuous participation. 
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Are you interested? Can we proceed? 
I decide to play along with their game. It’s a bit different from the usual approaches I get. 


Monday 11.31am 
Sounds good. Tell me more. 


Monday 11.31am 
Do you have WhatsApp so that I can add you to the official task group? where you receive all 
the updates on tasks and earnings. 


Monday 11.50am 
Yes, I do. 


Note they have asked me if I have a WhatsApp account. I do not tell them the number. After a 
while I have not heard from them, so I assume they are not going to take it any further or have 
lost interest. I leave it. I never heard from this Tempe/Mhaye again. 


Then the next thing I know I get contacted by someone on WhatsApp who knows my number. 
How? I am slightly suspicious. No name is given, there is no introduction, so I don’t know who is 
chatting with me. Their number, by the way, was +63 963 506 0114. It is a mobile number based 
here in the Philippines. 


Monday 1.44pm 
Hy 


66623273251 


Has been sent 


Are you interested? Can we proceed? 


toa) 


Fas been sent 


Sounds good. Tell me more 


66623273251 


Has been sent 


Do you have WhatsApp so that | can add you to the official task grou 
p? where you receive all the updates on tasks and earnings 


Cal 
o 


Has been sent 


Yes | do 


This has been sent as proof I am in contact with the same company. It’s part of the Viber chat. 


Okay @, now I'll take you to our official WhatsApp group where you receive all the updates on 


tasks and earnings. 
https://chat.whatsapp.com/HXj2QZvzM4j8X09v14VRXv 
join group and Send me screenshort 


Note he/she can’t even spell ‘Hi’ correctly and ‘screenshot’ is a typo. That says a lot about them. 
Hardly professional. I do not realise I have been sent this message. I was expecting it from 
Viber, not WhatsApp, so I did not check my messages until much later. I then sent them a 
screenshot after applying to join the group. 


Lazada Market [LJ[[] 18 g 
Bw fi 


eated today 
+2 


v 


Monday 6.35pm 
Your admin will accept your request at 7pm and she will assign your work and pay you salary instantly. 


Monday 6.56pm 
OK thanks. 
Later in the evening I get switched to the group, which is the ‘official’ Lazada Market Group posting. 


Monday 7.46pm 


+1(315) 507 9887 created group ‘#7842 Market (JU) 1818 BY. Gi 
You joined using the group’s invite link. 


Lazada Market 18 B? How interesting. I tried tracing this phone number. No luck. The area code 315 is 
for the New York area, places like Syracuse, Liverpool, Utica and Boonville. Then it lists 18 other people 


who also joined using the group’s invite link, all on the same day. Then we get a hello: 


Ouimma James +44 7480 459229 
9 © Welcome to our official group! We look forward to having a fruitful experience with you. 
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VO? 


The mission will be posted in some time. Please wait for the mission to be released. Thank you. 
© This is an Official Group. * Do not spoil the group. Other members would be disturbed if you spoil 
the group. Wait patiently until we post the group’s entry task. We appreciate your patience. © 


I can find no trace of this woman, nor of the company called ‘Lazada Market.’ They have no official 
website and don’t appear to exist. I can find no reviews about them either, so I was thinking it could be a 
new company, just started up. Note also that the phone number is a British mobile number. Emma is 
located somewhere in Britain, possibly London. Why would a British company be doing market research 
for a massive company like Lazada based in the Philippines? Oh, we must not disturb the other members 
by telling them things like, ‘This is all a scam.’ 


Monday 7.48pm 
OK thank you. 


Then follows a load of messages from others in the group. Out of courtesy I have omitted surnames and 
phone numbers of the members. The ones who use a phone number but have no name I have changed to 
‘Noname’ followed by the last 4 digits of their phone number. Only the culprits, i.e. the people behind the 
scam, have been given in full. We must not forget, though, that some of the group followers could well be 
plants who have been placed in the group to help influence the decision of others, and therefore working 
on behalf of the company. They are there to goad them into believing this scenario is real. They should be 
considered as culprits too. 


Princes: Noted 
Natalia: Noted po 


Monday 7.56pm 


-Emma James +44 7480 459229 
Hello everyone, 
We are the advertising department of Lazada Market company. Our job is to optimize products for 
merchants/sellers and increase the number of attentions of celebrities. 
Lazada Market Company Background 
Lazada Market Group is an international e-commerce company and the largest e-commerce operator in 
Southeastern Asia, with nearly 100,000 third-party sellers and more than 100 million annual active 
buyers. 


This ‘background’ information has been cribbed from Wikipedia (see entry ‘Lazada’) word for word, 
except it is simply ‘Lazada Group,’ not ‘Lazada Market Group’. Also, figures are wrong. The amount of 
third-party sellers is 10,000, not 100,000. The amount of annual active buyers is 50 million, not 100 
million. This maybe an attempt to demonstrate how big Lazada is by exaggerating the figures. Not sure. 


Our work comes in two forms: 

(01) Help merchants increase product attention, and merchants pay commissions to us. 

(02) Help merchants optimize their products, and merchants will pay us commissions according to the 
agreed ratio. 

SALARY WITH LAZADA ADVERTISING 

Rewards will be formulated according to the quantity, and quality of the work done 

Employees who complete more than 90% of their tasks every day have a basic salary on working 
days. 


3,000 PHP for 5 consecutive days of continuous participation. 

12,000 PHP for 15 consecutive days of continuous participation. 

30,000 PHP for 30 consecutive days of continuous participation. 

Complete all tasks 100% for 30 consecutive days will be rewarded another 10,000 PHP. 

(if the requirements are met, the basic salary will be calculated from the first day of employment) 
9 @ We are going to post the next task @ within 10 minutes. Are you all ready? 


Most of this is bollocks. There is no listing for the group anywhere, and only the only one I can find 
relating to the group is here: https://web.facebook.com/groups/phlazadaphilippines. It is a Facebook 
discussion about the ‘Lazada market group that’s in WhatsApp’. Is it legit or a scam? This was posted 
recently on 5" March. The company may have been going long before then, and it probably sets up a new 
WhatsApp group every time the previous one closes. The answer to the question is: Yes. One woman 
jokes: ‘You will earn money at the beginning then you will get it at the end haha.’ Someone responds by 
asking her: ‘Did you deposit an amount?’ She replies: ‘Not the others who entered. First of all, 50 will be 
given to you by GCash, after that they will ask you for a big amount, they will take it back.’ The 
discussion finishes with one word: Scam. 


As for Lazada, the e-commerce site, it is rated one of the worst for shoppers shopping online, only getting 
1.5 out of 5 stars as there are too many people complaining about sellers scamming Lazada customers, by 
either sending fake goods or inferior goods that are not what was originally advertised. This has given 
Lazada a very bad reputation with most people now preferring to shop online with the better and safer 
alternative Shopee. 


Monday 8.05pm 

Ron: Ready 

Heart: Ready 

Anastacio: Ready for task 
Noname 1800: Okay po ready 
Jazrile: Ready 

Myene: Ready 

Noname 3924: Always ready 


Monday 8.06pm 
OK ready. 


Jay: Ready 

Kristine: Ready 

Rizza: Ready 

Joseph: Always Ready 
Riogene: I am always ready 
Noname 9533: Ready 
Noname 7739: Waiting 


Monday 8.13pm 
-Emma James +44 7480 459229 


GOGOGuskG GEG 


Read all the following steps for avoiding mistakes. 


Task Type: Like product and take screenshot |? # 
Task valid time: 40 Minutes 
Task Reward: 50 PHP 


§ Task § 

# Open product link 
https://www.lazada.com.ph/products/led-panel-light-steel-body-12w-55inchs-i2178678852- 
89777441422. html? 

? ? Send the screenshots of the task completion *“GCASH (Account name & number)* to the following 
Admin. &) 2 f 


(9€ DO NOT SEND SCREENSHOTS TO THE GROUP 3) 


f @ B Congratulations to you all...! # @Y 


Send Task completion screenshots to Task Administrator (Marina) >> +44 7706 793159 (WhatsApp) 


Monday 8.16pm 

Jenny: Done 

Biadexter: Done 
Noname 1130: Task done 


Monday 8.17pm 


-Emma James +44 7480 459229 
(DO NOT SEND SCREENSHOTS TO THE GROUP x) 


Note, this was because the last person posted the screenshot here and not in the admin page, as we were 
specifically told not to do. 


Monday 8.19pm 

Noname 4102: Done 

Jefferson: done 

Richie: Done 

Jefferson: what time every task? 
Karen: Done 

Princes: Completed 

Rizza: Done 

Desiree: Done 


Note, I have cropped the following images, rather than have the full screenshots, so they fit on the page 
better. This also allows the images to be large enough, otherwise you won't be able to read the text. 


Princes: 


Express Send Notification 


You have received PHP 50.00 of GCash from RO****N N. 
09952666065 w/ MSG: . Your new balance is PHP 2374.30. 
Ref. No. 0014444365931. 


Jefferson: payment received 


Today, 08:30 PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from JE****Y P. 09536304934 
w/ MSG: . Your new balance is PHP 
53.50. Ref. No. 6016067963287. 


Biadexter: Payment received 


Today, 08:30 PM & 


Express Send Notification 


You have received PHP 50.00 

of GCash from M** CR*****A L. 
09536304556 w/ MSG: . Your new 
balance is PHP 50.14. Ref. No. 
9016067965615. 


Jazrile: 


Today, 08:30 PM 0&8 


Express Send Notification 


You have received PHP 50.00 of 
GCash from MA*Y GR**E LO****S 
T. 09536305671 w/ MSG: . Your 
new balance is PHP 84.48. Ref. No. 
5016067975111. 
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Richie: 


8:32 PMO 49.0KB/s{l AS wail il S GD 


€ Inbox 


Express Send Notification 


You 


from SU*** 


Today, 08:30 PM & 


Express Send Notification 


You have received PHP 50.00 of GCash 
from RO****N N. 09952666065 w/ MSG: . 
Your new balance is PHP 639.36. Ref. No. 
0014444614336. 


Rosamie: 


ee Fe Sill “ll GE 


oy 


Today, 08:34 PM & 


Express Send Notification 


You have received PHP 50.00 of GCash from 
NO****A M. 09771202619 w/ MSG: . Your new 
balance is PHP 181.72. Ref. No. 0014444707079. 


Whilst all this was going on, I was busy sending my screenshot of the task to admin, Marina. As I said in 
the intro, it is a very simple task. You click on the heart shape which turns red to show you ‘like’ the 
product. That is all you need to do. You then get a response from Marina to say the task has been 
completed and that you will be paid. It normally takes only a few minutes for the money to appear in your 
GCash account, and nowhere near 40 minutes as stated. 
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Monday 8.35pm 


sLove $a! © $681% la) 8:35 


< thy led light trading G c® 8 


SEM D. FREE SHIPPING 


#50.00 70.09 -29% 


LED PANEL LIGHT STEEL BODY 12W 5.5INCHS 


thitke { Co ® 
Jon Lange OOXXXXXXX6 


I then sent a message to the group saying the task had been done. 


Amparo: 


Both Bn)! GZ 


w 


Today, 08:28 PM o& 


Express Send Notification 


You have received PHP 50.00 

of GCash from HE****E J** A. 
09952633807 w/ MSG: . Your new 
balance is PH ~ RET. No. 
4014017145537. 


Heart: 


Transaction details 


Transfer from 09536308896 to 
09459607204 


Mar 18, 2024 08:31PM 


+50.0 


4016067992578 (1) 
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I have not removed the recipient phone number above as it is not the same as the member’s. 


Jorge: 


8:35PM oO = “a 2 


G) Hello! 


te [++ ii t) 


Send Load Transfer Bills 
So [ven } 
i + 

B® @ & 
Borrow GSave Ginsure Ginvest 
3S m7 & & 
a <° 

GLife A+ Rewards GForest Cards 

Desiree: 


Transaction details 


am 09536308404 to 


& Time Mar 18, 2024 08:33 PM 


+50.0 


Reference Numbe 


Today, 08:42 PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from FA***A A. 09159871465 w/ 
MSG: . Your new balance is PHP 50.00. 
Ref. No. 9014017439229. 
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Noname 9533: 


wironument 


Today, 08:39 PM o& 


Express Send Notification 


You have received PHP 50.00 of 
GCash from MA**A MA*****A M** 
G. 09536308404 w/ MSG: . Your 
new balance is PHP 313.01. Ref. No. 
0016068213855. 


Anastacio: 


Today, 08:41PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from JE***D L. 09159866466 w/ 
MSG: . Your new balance is PHRSMIN 
Ref. No. 4014017431575. 


I then get a message from Marina: 


Monday 8.40pm 


©. Marina +447706793159 
Successfully completed¥. You will receive it within 40 minutes. Send the screenshot of your payment 
slip to the group after received it.© 


Monday 8.40pm 
OK 
Monday 8.40pm 


-Emma James 
9 @ Please contact Task Administrator (Marina) >> +44 7706 793159 (via WhatsApp) © if anyone 
hasn’t received the payment for the latest task. Thank you. @ 


I post a screenshot. I did not know I could get the message from my GCash inbox, so I sent one of my 
balance to the group, proving I had received payment. It was most welcome. I only had 8.50 left in my 
account, so another 50 was a bonus. 
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Monday 8.50pm 


Hello! 


t & it 


Send Load Transfer Bills 
eo o 
Zee © & 
Borrow GSave Ginsure Ginvest 
o 
#E 
ace 
GLite A+ Rewards GForest Cards 


Monday 8.50pm 
Rizza: 


Today, 08:36 PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from SU***A T. 09536739039 


w/ MSG: . Your new balance is PHP 
. Ref. No. 7016068142588. 


Rezie: 


Today, 08:50 PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from EM*R D, 09536307020 w/ 
MSG: . Your new balance is PHP 50.00. 
Ref. No. 9016068481454. 


Monday 8.57pm 


-Emma James +44 7480 459229 
# © & All the members will start getting more tasks starting from tomorrow. All the tasks will be 
posted in the group. @ Please continue to participate and pay close attention to group announcements. 


# OG Thank you OD 
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Good night 

9 © Happy time is never enough, it’s time to say goodbye to everyone, our task is every day from 
10:00 AM to 08:30 PM 

Jobs will not be posted and group also be temporarily closed. Let’s meet tomorrow morning at 10:00 AM 


Good night everybody...! 3 


And so that is how the first day ended. But note after this last message, the group settings were changed 
by Emma so only admins could post a message. This was to prevent other members in the group from 
posting, for obvious reasons—it is not an open platform for discussion, as she remonstrates later. 


The following day I was getting anxious as there was no contact from Emma and it had gone 10. By 10.15 
I thought we had been conned, led up the proverbial garden path and there would be no more tasks, so I 
first contacted the same person (no name given) who requested me to join the group. 


Tuesday 10.17-27am 

Hi I thought I was going to be set a task at 10 today? 

Is there a problem? 

What has happened? 

Look, I am happy working for you. Please get admin to contact me. 


No reply. As I said, I’m not one known for my patience, so I then contacted admin (Marina) after not 
receiving a response. 


Tuesday 10.44am 
What has happened? I was supposed to be assigned 
another task at 10 today. Has something changed? 


In my book, if someone says they’ll be ringing or visiting me at ten, then I expect them to do so. At 10.52 
we suddenly get a hello from Emma, so it looks like the game is back on. 


Tuesday 10.52am 
@cnma James +44 7480 459229 


& & 3% Good morning Everyone...! & &:## We hope you all have a wonderful morning and pray 
that you will all have a wonderful day as well. 


Tuesday 10.54am 
Thank you. The same to you. When do we start? 


Tuesday 10.55am 
Rezie: same to you mam © thank you © 


Evbona has been invited to join the group. Out of all of them I thinks she is one of the few genuine 
persons here. You’ll see my reasons for believing this later. 


Noname 9533: Good morning 
Carlos: Morning 

Riogene: Good Morning 

Jay: Good morning 

Noname 9281: Good morning 
Noname 3924: Good morning 
Dennes: Good morning 
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Tuesday 11.09am 


@inm James +44 7480 459229 
Hello everyone. 


She then gives the exact same greeting and info as she gave us last night (see above, Monday 7.56pm). 


Rizza: Good morning. 
Princes: Noted 
Jefferson: morning 
Evbona: Good morning 


Tuesday 11.47am 


-Emma James +44 7480 459229 
#& @ We are going to post the next task @ within 10 minutes. Are you all ready? 


Tuesday 11.47am 
Ready 


Rezie: Im ready © 
Amparo: Ready for task 
Rizza: Ready 

Jorge: I am ready 
Arnold: Ready 

Ron: Waiting 

Rafael: Always ready 
Kristine: Ready 
Anastacio: Yes po ready 
Noname 1800: Ready admin 
Noname 7739: Ready 
Heart: Ready 

Karen: Ready 
Jefferson: Ready 


Tuesday 11.56am 
@inm James +44 7480 459229 


GO OGuskG GEG 

Read all the following steps for avoiding mistakes. 

Task Type: Like product and take screenshot |? # 

Task valid time: 40 Minutes 

Task Reward: 50 PHP 

§ Task § 

@ Open product link © 
https://www.lazada.com.ph/products/ciretex-led-lamp-energy-saving-portable-night-light-ultra-low- 
power-pocket-card-lamp-mini-usb-light-i4342365298-s24350321507.html? 

? f Send the screenshots of the task completion *GCASH(Account name & number)* to the following 
Admin. & 2 


(9€ DO NOT SEND SCREENSHOTS TO THE GROUP 3) 
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fe @ B Congratulations to you all...! & @Y 


Send Task completion screenshots to Task Administrator (Marina) >> +44 7706 793159 (WhatsApp) 


I do my task straight away and send it to admin, Marina. 


Tuesday 11.57am 


SLOBE Sul 394% i 11:57 


< rainbow macrame souv... G whe Pe) 


944,53 P85.00 -48% 


Buy 3, Get additional 1% off 


CIRETEX LED Lamp Energy Saving Portable Night Light 
Ultra Low Power Pocket Card Lamp Mini USB Light 


9o6®@ 
I get the same message from Marina; the task has been completed. Send payment screenshot to group. 


Tuesday 11.58am 
Done 


Tuesday 11.58am 
Jefferson: done 

Noname 7739: Done 
Karren: Done 

Jenny: Task done 
Noname 1130: Completed 
Evbona: [image deleted] 


Evbona has accidentally sent a screenshot of the task to this group, when it should have gone to admin. 
Not only once, but twice (see below), one reason why I think she is a genuine person, not an accomplice. 


Noname 4102: My task done 
Richie: Done 


Tuesday 12.00pm 


-Emma James +44 7480 459229 
(9€ DO NOT SEND SCREENSHOTS TO THE GROUP X&) 


Princes: My task done 
Noelia: Done po 
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Evbona: done 

Sheena: Done 

Anj: done 

Jefferson: twice a day task? 
Rizza: Done 

Jazrile: 


Today, 12:12 PM & 


Express Send Notification 


You have received PHP 50.00 

of GCash from CA***E GR°’E S. 
09536307550 w/ MSG: . Your new 
balance is PHP 134.48. Ref. No. 
0016079876274. 


Richie: 


23.8kKB/s K © wll tl & GO 


Inbox 


Express Send Notification 


Today, 12:11 PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from EL’A P. 09536308942 w/ 
MSG: . Your new balance is PHP 80.01. 
Ref. No. 2016079857233. 


Jefferson: thankyou mor 


12:15PM & © 


e task :) 


€ 


Today, 12:11 PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from MA****N D. 09536304563 
w/ MSG: . Your new balance is PHP 
103.50. Ref. No. 4016079854054. 


Merjory: Dine. Done 


For some reason this girl soon disappears. See below. 


Rizza: Received 


Today, 12:15 PM 8 


Express Send Notification 


You have received PHP 50.00 of 
GCash from MA****** E P. 09536304941 
w/ MSG: . Your new balance is PHP 
GEB..62. Ref. No. 6016079933898. 


Noelia: 


™) 100% 


a 


Today, 12:10 PM 8 


Express Send Notification 


You have received PHP 50.00 of GCash 
from RO**O R. 09536304767 w/ MSG: . 
Your new balance is PuBliret. No. 
6016079824078. 
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Tuesday 12.17pm 


Armold: Done 
Rosamie: 


GLOBE | DITO oil] 3 Sill Me) 86x 


Almere 


You have received money in GCash! 


Noname 9533: 


Today, 12:13 PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from EV***N J. 09536305686 
w/ MSG: . Your new balance is PHP 
363.01. Ref. No. 7016079890366. 


Amparo: 


Today, 12:10 PM 4 


Express Send Notification 


You have received PHP 50.00 of GCash from 
MA‘***L Y. 09536308923 w/ MSG: . Your new 


balance is PHP 413.36. Ref. No. aw | 


Note reflection of the person taking the photo using her phone. Looks like it’s from a computer screen. 
Biadexter: Done 
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12:24 PM 


Inbox 


Today, 12:22 PM & 


Express Send Notification 


You have received PHP 50.00 of GCash from 
JO*Y C. 09536304977 w/ MSG: . Your new 
balance is f, No. 


Today, 12:15 PM & 
Express Send Notification 


You have received PHP 50.00 of 
GCash from MA**A A. 09536308161 w/ 
MSG: . Your new balance is PHP 50.00. 
Ref. No. 8016079927937. 


Rafael: 


Borrow Gsave Ginsure Ginvest 


2 @ & 


Lite As Rowards GForest Cards 
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Tuesday 12.28pm 


Today, 12:13 PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from EV***N J. 09536305686 
w/ MSG: . Your new balance is PHP 
363.01. Ref. No. 7016079890366. 


Noname 1800: 
Transaction details 


Transfer from 09536306009 toe7* Mi ™ & " 
Mar 19, 2024 12:23 PM 


+50.0 


6016080124183 (D 
Note recipient’s telephone number has been pixelated, not by me. 


Joseph: 


Transaction details 


Transfer from 09536308901 to 
09558878157 


Mar 19, 2024 12:23 PM 


+50.0 


3016080111827 |) 


Note recipient’s telephone number is not the same as the member’s, therefore I have let it stand. 


John: 


at!) SMART LTE 12:33 PM 


i Inbox 


Today, 12:29 PM 8 


Express Send Notification 


You have received PHP 50.00 of GCash from 
CA***E GR**E S. 09536307550 w/ MSG: . Your 


new balance is SEF. No. 


His phone is getting low, only 10%. It needs to be recharged to continue. We then get this notification: 
Emma James has removed Merjory. 


We wonder why. What rule did she violate? Making a typo? Or something far more serious? The group 
listing of past members says she was removed at 11.35am, about an hour before this posting. 
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Arnold: 


Tuesday 12.37pm 


-Emma James +44 7480 459229 
9 @ Please contact Task Administrator (Marina) >> +44 7706 793159 (via WhatsApp) © if anyone 
hasn’t received the payment for the latest task. Thank you. @ 


Karren: 


Today, 12:13 PM 8 
Express Send Notification 


You have received PHP 50.00 of GCash from 
ED****A C. 09536307534 w/ MSG: . Your new 
balance i 

9016079881476. 


Tuesday 12.53pm 


-Emma James +44 7480 459229 
9 G We are going to post the next task @ within 10 minutes. Are you all ready? 


Tuesday 12.53pm 
Ready 


Jefferson: ready 
Arnold: Ready 

Rizza: Ready . 
Evbona: ready 

Rezie: Ready 

Princes: Ready 
Noelia: Ready for task 
Cristina: Yes po ready 
Rosamie: Ready admin 
Karren: Ready 
Amparo: Yes 

Jorge: Waiting for task 
Ron: Yes admin ready 
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Express Send Notification 


You have received PHP 50.00 of 
GCash from ME***N E. 09536304831 w 
MSG: . Your new balance is PHP 50.00. 
Ref. No. 0016080902596. 


Rafael: Yes ready for task 
Chrish: ¥ 


Tuesday 1.03pm 
-Emma James +44 7480 459229 


GCOGOGuskG GO 

Read all the following steps for avoiding mistakes. 
Task Type: Like product and take screenshot [7 # 
Task valid time: 40 Minutes 

Task Reward: 50 PHP 

§ Task § 


#@ Open product link 
https://www.lazada.com.ph/products/square-pan-brownie-molder-square-cake-molder-aluminum- 


13340141925-s16992302401.html? 
? f Send the screenshots of the task completion *GCASH (Account name & number)* to the following 


Admin. & 2 


(9 DO NOT SEND SCREENSHOTS TO THE GROUP &) 


fe @ B Congratulations to you all...! #& @Y 


Send Task completion screenshots to Task Administrator (Marina) >> +44 7706 793159 (WhatsApp) 


Note this is word for word exactly the same as previous task notifications, the only difference being the 
hyperlink. It’s obviously a cut and paste job, couldn’t have taken more than 2 mins, yet we have to wait 
ages for our next task. 


Evbona: done 

Rezie: done 

Jefferson: done 

John: D 

Arnold: done 

Chrish: Done 

Anastacio: Done 
Noname 1800: Task done 
Joseph: Completed 
Richie: Done 

Noname 7739: My task done 
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Anj: 
Transaction details 


Transfer from 09536434262 to 
es 
Tirr Mar 19, 2024 12:12 PM 
Amount +50.0 
erence Number 6016079885206 ia) 
Note I have smudged the phone number as it is the same as the recipient. 


Tuesday 1.06pm 


closet OOB %85% MP 1:06 


<  ( Q square baking pan (G) ye..2 


FREE SHIPPING 


°50.00 


SQUARE PAN / BROWNIE MOLDER / SQUARE CAKE 
MOLDER Aluminum 


© 2k+ people added to wishlist 


twee 5 (404) | 24K sold | GMO 


I send my screenshot to Marina, and I get the same response, task has been successfully completed, etc. 


Tuesday 1.07pm 
Done 


Jenny: Already done 
Noname 1130: Done admin 
Noname 4102: I am done 
Karren: Done 

Rizza: Done... 

Jefferson: 


1:18 PM 


€ Inbox 


Today, 01:17 PM & 


Express Send Notification 


You have received PHP 50.00 

of GCash from JO*N KE**N L. 
09536308735 w/ MSG: . Your new 
balance is PHP 203.50. Ref. No. 
9016081383421. 
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Princes: 


Today, 01:07 PM & 


Express Send Notification 


You have received PHP 50.00 of GCash 
Jazrile: 


Today, 01:16 PM o& 


Express Send Notification 


You have received PHP 50.00 of 
GCash from J** M. 09536307318 
w/ MSG: . Your new balance is PHP 
*4yee™ I! No. 5016081379303. 


Noelia: 


Oiekk =u 


w 


Today, 01:06 PM o& 


Express Send Notification 


You have received PHP 50.00 
of GCash from JO*N KE**N L. 
09536308735 w/ MSG: . Your new 
balance is PHP @™. Ref. No. 


Cristina: 


(@) You have received money in GCash! 
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Rosamie: 


Today, 01:07 PM & 


Express Send Notification 


You have received PHP 50.00 of 

GCash from RO***E S. 09952633787 

w/ MSG: . Your new balance is PHP 
; Ref. No. 5013963089607. 


Pena: 


ts Fall ll 54% 


a 


Today, 01:12 PM & 


Express Send Notification 


You have received PHP 50,00 of GCash 
from JA***N B. 09952633707 w/ MSG: . 


Natalia: 


Today, 01:12 PM 8 
Express Send Notification 
You have received PHP 50.00 of GCash from 


Rezie: 
077 all SD 


a 


Today, 01:12 PM & 


Express Send Notification 


You have received PHP 50.00 of GCash from 


Note these last three screenshots have been cropped by the members in the same way. Strange. 
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Today, 01:10 PM & 


Express Send Notification 


You have received PHP 50.00 
of GCash from MA"*A GE**A M. 
09276749053 w/ MSG: . Your new 


balance is | 2 Ref. No. 


e 8013963158007. 


Biadexter: Done 
Jorge: 


Today, 01:19 PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from MO***A S. 09952666108 


ISG: . Your new balance is PHP 
f. No. 7014456501019. 


Ron: 


Today, 01:19 PM & 


Express Send Notification 


You have received PHP S0.00 of 


GCash from KA***A K. 09952668: 
MSG: . Your new balance is PH! 
Ref. No. 3014456511404, 


Anj: 


Emergency calls 


Se Xe 


@) You have received money in GCash! 
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inbox 


©) 


Express Send Notification 


Today, 0:20 PM & 
Express Send Notification 


You have received PHP 50.00 of 
GCash from JO*N R** SA*****R I** 
C. 09536307547 w/ MSG: . Your 
new balance is PHP 686.16. Ref. No. 
5016081463222 


Tuesday 1.27pm 


Inbox a0] 


March 19, 2024 01:25 PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from ED****A C. 09536307534 
w/ MSG: . Ref. No. 9016081540833. 

To access your funds, register and 
download GCash now! You can visit 
the GCash Help Center to know more 
about registration. 


John: 


= Inbox 


day, 1:19 PM & 


Express Send Notification 


You have received PHP 50.00 of GCash from 
JE*****R E. 09536306355 w/ MSG: . Your new 


balance is PREG Ret No. 
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Arnold: 


Hello! 


Borrow GSave Ginsure Ginvest 


GLife A+ Rewards GForest Cards 


1:28 PM 


Inbox 


Today, 1:23 PM & 


Express Send Notification 


You have received PHP 50.00 of GCash from 


Tuesday 1.34pm 


-Emma James +44 7480 459229 


9 @ Please contact Task Administrator (Marina) >> +44 7706 793159 (via WhatsApp) © if anyone 
hasn’t received the payment for the latest task. Thank you. 


Rizza: 


Today, 01:34 PM & 


Express Send Notification 


You have received PHP 50.00 

of GCash from JO*N KE**N L. 
09536308735 w/ MSG: . Your new 
balance is PHPag 62. Ref. No. 
9016081791870. 


Evbona: copy po 
wala pa po ako nariricieved 
I didnt have received payment 
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Tuesday 1.51pm 


-Emma James +44 7480 459229 
9#& @ We are going to post the next task @ within 10 minutes. Are you all ready? 


Jefferson: ready 
Chrish: Ready 


Tuesday 1.51pm 
Ready 


Rafael: Ready 

Anastacio: Ready for task 
Noname 1800: Ready po 
Joseph: Always ready 
Noname 7739: I am ready 
Noname 9533: Ready 
Jenny: Ready po 
Biadexter: Ready 
Evbona: Ready 

Rezie: ready 


Tuesday 1.59pm 
-Emma James +44 7480 459229 


GO OGuskG GG 

Read all the following steps for avoiding mistakes. 

Task Type: Like product and take screenshot |? # 

Task valid time: 40 Minutes 

Task Reward: 50 PHP 

§ Task § 

@ Open product link 
https://www.lazada.com.ph/products/e-book-i3095282218-s15273545123.html 

? ? Send the screenshots of the task completion *GCASH(Account name & number)* to the following 


Admin. & 2 


(9€ DO NOT SEND SCREENSHOTS TO THE GROUP &) 
Send Task completion screenshots to Task Administrator (Marina) >> +44 7706 793159 (WhatsApp) 


& @ ¥ Congratulations to you all...! fe @Y 


Biadexter: Done 
Rezie: Done 

Richie: Done 
Jefferson: done 
Evbona: done 
Noname 1130: Done 


I send my copy of the screenshot to Marina and get the usual response, task successfully completed, etc. 
As you can see below, these products we are meant to like are just randomly selected. They could be 
anything, from pots and pans, electrical appliances, toothpaste, etc. In this case, it is e-books. 
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Anj: Done 

Noname 4102: Task done 
Princes: Completed 
Noelia: I am done 
Noname 9533: Done napo 
Chrish: Done 

Cristina: Done admin 
Rosamie: Yes done 
Amold: Done 

Pena: Finish 

Riza: Done 

Natalia: 


Today, 02:11 PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from JU***D R. 09953261697 
w/ MSG: . Your new balance is PHP 
150.00. Ref. No. 5014457578882. 
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< Search in Lazada 


SCHOOL® 
MONEY 


Tuesday 2.00pm 


$ 78% Ga) 2:00 


G g® re 


S| = 
| | CHALLENGER 
| SALE 3 


o@ 


Tuesday 2.01pm 
Done. 


Jefferson: 


GLOBE F.1Ga 


2:14pm VY © 


Tue, Mar 19 

@:+@-» 
oe A 
[o] GCash+now @ “a 


You have received money in GCash! 
You have received PHP 50.00 of GCash from MA*Y 
CR¥S S. 09536305919. 


Richie: [no image, wouldn’t download] 
Amparo: 


You have received money in 
GCash! 


2d PHP 50.00 of 
from AB**L C. 09159871402 
6 
Jefferson: thanks more task 


Desiree: 
Transaction details 


Transfer from 09536306355 to 
09124540490 


Mar 19, 2024 02:14 PM 


+50.0 


5016082645392 |) 
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Tuesday 2.15pm 


Inbox i} 


March 19, 2024 02:15 PM & 


Express Send Notification 


You have received PHP 50.00 

of GCash from ME**U LO'E M. 
09536434237 w/ MSG: . Ref. No. 
6016082643334. To access your funds, 
register and download GCash now! 
You can visit the GCash Help Center 
to know more about registration. 


Today, 02:11 PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from EV***N J. 09536305686 
w/ MSG: . Your new balance is PHP 
150.99. Ref. No, 7016082584353. 


Tuesday 2.15pm: 
Thanks 


Today, 02:11 PM 8 
Express Send Notification 
You have received PHP 50.00 of 


GCash from EV***N J. 09536305686 
w/ MSG: . Your new balance is PHP 
150.99. Ref. No. 7016082584353. 


Noname 9533: Reserve napo 


Today, 02:14 PM & 


Express Send Notification 


You have received PHP 50.00 

of GCash from WH*M LE*N R. 
09536434262 w/ MSG: . Your new 
balance is PHP 413.01. Ref. No. 
6016082651344. 


Rafael: 


Transaction details 


Transfer from 09536434237 to 
09455780978 


Date & Time Mar 19, 2024 02:15 PM 


nount +50.0 


ee eae 
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Anastacio: 
Transaction details 


Transfer from 09536305914 to 
09664589236 


Mar 19, 2024 02:17 PM 


+50.0 


Reference Num 2016082724421 ia) 


Note the last two were cropped identically. I have left the numbers unaltered because they do not match 
the members’ phone numbers. And why has Rafael blacked out the ref. no.? Pointless. Very strange. 


Today, 02:14 PM & 


Express Send Notification 


You have received PHP 50.00 of GCash 


from RO****O M. 095363: / MSG:. 
is PI Ref. No. 


John: 


al 2:20 PM 


= Inbox 


Today, 2:14 PM & 


Express Send Notification 


You have received PHP S0.00 of GCash from 


ED****A C. 095363075: / MSG: . Your new 
balance is PH ‘ef. No. 


John’s phone is now on charge, as it needed to be. 


Arnold: 
€¢ Inbox 1} 
Today, 02:11 PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from JU***D R. 09953261697 
w/ MSG; . Your new balance is PHP 
180.00. Ref. No. 5014457578882. 
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Rizza: Revd... Thanks 


Today, 02:23 PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from JO***H LO****E P. 
09536435306 w/ MSG: . Your new 
balance is PHP Ageis2. Ref. No. 
1016082837284. 


Tuesday 2.29pm 


-Emma James +44 7480 459229 


9 @ Please contact Task Administrator (Marina) >> +44 7706 793159 (via WhatsApp) © if anyone 
hasn’t received the payment for the latest task. Thank you. 


Jazrile: 


Today, 02:14 PM & 


Express Send Notification 


You have received PHP 50.00 

of GCash from ME**U LO*E M. 
09536434237 w/ MSG: . Your new 
balance is PH? Fama" ef. No. 
6016082653935. 


Evbona: 


2:39 
Tuesday, 19 March 


© : 


| of GCash Just now 


You have received money in GCash! 


You have received PHP 50.00 of GCash from 
RO****N V. 09536308399. 


Tuesday 2.40pm 


-Emma James +44 7480 459229 
9 © The next task time is at 03:00 PM. Kindly wait until we post the task and stay online € 
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Tuesday 2.41pm 
OK, I’m on standby. 


My little joke here, as that is what we are: all on standby eager for next task = more money. 


Chrish: 


4 


Today, 02:14 PM 6 


Express Send Notification 


You have received PHP 50.00 of 

GCash from EV***N J. 09536305686 

w/ MSG: . Your new balance is PHP 
f. No, 7016082662045. 


Evbona: 


Today, 02:37 PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from RO****N V, 09536308399 
w/ MSG: . Your new balance is PHP 
80.01. Ref. No. 8016083135977. 


She has put this through twice. Previous one was a screenshot of an alert on her home-screen. 


Tuesday 2.59pm 
-Emma James +44 7480 459229 


9 G We are going to post the next task @ within 10 minutes. Are you all ready? 


Jefferson: ready 
Chrish: Ready 

Rizza: Ready 

Rezie: ready 

Princes: Ready 
Noelia: Ready for task 
Cristina: Ready po 


Evbona: ready 
Rosamie: Always ready 
Pena: Yes po ready 
Natalia: Waiting 
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Tuesday 3.01pm 
Ready 


Amparo: Ready admin 
Jorge: Yes 
Biadexter: Ready 


Tuesday 3.09pm 
-Emma James +44 7480 459229 


GCOGOGuskG GG 

Read all the following steps for avoiding mistakes. 

Task Type: Like product and take screenshot [7 # 

Task valid time: 40 Minutes 

Task Reward: 50 PHP 

§ Task § 

#@ Open product link 
https://www.lazada.com.ph/products/lazy-neck-phone-holder-universal-neck-hanging-holder-phone- 
stand-lazy-pad-holder-universal-neck-hanging-holder-phone-stand-lazy-pad-holder-phone-stand-desk- 
stand-i1490692467-s6164002182.html? 

? f Send the screenshots of the task completion *GCASH (Account name & number)* to the following 
Admin. & 2 

(9€ DO NOT SEND SCREENSHOTS TO THE GROUP X&) 

f& @ BY Congratulations to you all...! # @Y 


Send Task completion screenshots to Task Administrator (Marina) >> +44 7706 793159 (WhatsApp) 


Chrish: Done 
Rezie: done 

Richie: Done 
Evbona: done 


I send my screenshot to Marina and get the usual response. This time it’s a lazy neck phone holder. Wow! 
Tuesday 3.11pm 


$71% 3:11 


< cellphone holder G) ce 8 


GGA DAILY FREE SHIPPING 


»50.00 9500.00 -90% 


Lazy Neck Phone Holder Universal Neck 
l|anging Holder Phone Stand Lazy Pad Holder Universal 
Neck Hanging Holder Phone Stand Lazy Pad Holder P... 


we ew R 4.8 (88) | 54 | Om! 
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Jefferson: done 

Ron: Done 

Anj: done 

Rafael: Task done 
Anastacio: My task done 
Noname 1800: Completed 
Joseph: Finish 
Biadexter: Done 

Rizza: Done 

Noname 9533: Tsk done. 
Richie: 


Jefferson: 


GLOBE FG 
3:24 pm Y © 
Tue, Mar 19 

@::0: 
+ ——@ tA) 
@ Gcash- now # A 


You have received money in GCash! 
You have received PHP 50.00 of GCash from LI***L 
P. 09536305689. 


Chrish: 


24 PM 


€ 


Today, 03:22 PM & 


Express Send Notification 


You have received PHP 50.00 of 

GCash from PE***O S, 09536304846 

w/ MSG: . Your new balance is PHP 
» Ref. No. 2016084103721 
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Tuesday 3.11pm 
Done. 


Today, 03:24 PM o& 


Express Send Notification 


You have received PHP 50.00 of GCash 
from MA*Y CR’S S. 09536305919 w/ MSG: . 


Today, 03:23 PM & 


Express Send Notification 


You have received PHP 50.00 

of GCash from WH*M LE*N R. 
09536434262 w/ MSG: . Your new 
balance is PHP 200.00. Ref. No. 
6016084116043. 
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Tuesday 3.2 


5pm 


Today, 03:25 PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from RE*****O L. 09536307582 
w/ MSG: . Ref. No. 8016084122036. 

To access your funds, register and 
download GCash now! You can visit 
the GCash Help Center to know more 
about registration. 


Thanks 


Today, 03:21PM & 


Express Send Notification 


You have received PHP 50.00 
of GCash from JO*N KE**N L. 
09536308735 w/ MSG: . Your new 
balance is PHP 258.33. Ref. No. 
9016084065118. 
Jenny: [no image, would not download] 


Noname 1130: 


(<:) GCash + Swinutes ago 


Swinutes ago 


You have received money in GCashl 
You have received PHP 50.00 of GCash Prom UA™*"A A" S 09952633 786. 


Noname 4102: 


Se Inbox 


Today, 03:21PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from JE*****R E. 09536306355 
w/ MSG: . Your new balance is PHP 
200.99. Ref. No. 5016084081972. 


Evbona: 


Today, 03:34 PM & 


Express Send Notification 


You have received PHP 50.00 

of GCash from MA*Y JO*'E F. 
09536305034 w/ MSG: . Your new 
balance is PHP 130.01. Ref. No. 
0016084355850. 
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Rizza: 


wt ot 15336 © a © 


Inbox 


Today, 03:36 PM & 


Express Send Notification 


You have received PHP 50.00 

of GCash from ME**U LO*E M. 
09536434237 w/ MSG: . Your new 
balance is PHP 62. Ref. No. 
6016084396285. 


Biadexter: Done [no image sent] 
Sheena: 
GCash 3:37 PM 
You have received money in GCash! 
You have received PHP 50.00 of GCash from WH*M LE#*N R. 


09536434262. 


Noelia: 


Today, 03:36 PM & 


Express Send Notification 


You have received PHP 50.00 of GCash from 
MA***N U. 09777331563 w/ MSG: . Your new 


balance ist TMI. 1014459318398. 


Cristina: 


etl LTE (4 


iw 


Today, 3:36 PM & 


Express Send Notification 


You have received PHP 50.00 of GCash from 


Ju*"*D 953261697 w/ MSG: . Your new balance 
is PH Ref. No. 5014459312398. 
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Rosamie: 


Today, 03:35 PM & 


Express Send Notification 


You have received PHP 50.00 of GCash 
from FE****A F, 09953261670 w/ MSG: . 
Your new balance is PHP 252.95. Ref. No. 
7014459298642. 


Today, 3:24 PM & 


Express Send Notification 


You have received PHP 50.00 of GCash from 
LI***L P. 09536305689 w/ MSG: . Your new 


balance is a al No. 


Pena: 


Today, 03:37 PM 4 


Express Send Notification 


You have received PHP 50.00 of GCash from NO*****) s 
09771214971 w/ MSG: . Your new balance is PHI ef. 


No, 3014459322928. 


Natalia: 


Today, 03:41 PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from MA***M A. 09952668199 
w/ MSG: . Your new balance is PHP 
215.68. Ref. No. 5014459414005. 
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Today, 03:40 PM & 


Express Send Notification 


You have received PHP 50.00 of GCash from 
MA***N U. 09777331563 w/ MSG: . Your new 
balance is PHP 154,00. Ref. No. 1014459387180. 


Tuesday 3.43pm 


-Emma James +44 7480 459229 
9 @ Please contact Task Administrator (Marina) >> +44 7706 793159 (via WhatsApp) © if anyone 
hasn’t received the payment for the latest task. Thank you. 


Arnold: 


Today, 03:48 PM & 


Express Send Notification 


You have received PHP 50.00 of GCash 
from MA*Y CR'S S. 09536305919 w/ MSG: . 
Your new balance is PHP 50.00. Ref. No. 
7016084657049. 


That was that done, then for some inexplicable reason we get this again: 


Tuesday 4.09pm 


-Emma James +44 7480 459229 
Hello everyone, 
We are the advertising department of Lazada Market company. Our job is to optimize products for 
merchants/ sellers and increase the number of attentions of celebrities. 
Lazada Market Company Background 
Lazada Market Group is an international e-commerce company and the largest e-commerce operator in 
Southeastern Asia, with nearly 100,000 third-party sellers and more than 100 million annual active 
buyers. 
Our work comes in two forms: 
(01) Help merchants increase product attention, and merchants pay commissions to us. 
(02) Help merchants optimize their products, and merchants will pay us commissions according to the 
agreed ratio. 
SALARY WITH LAZADA ADVERTISING 
Rewards will be formulated according to the quantity, and quality of the work done 
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Employees who complete more than 90% of their tasks every day have a basic salary on working 
days. 

3,000 PHP for 5 consecutive days of continuous participation. 

12,000 PHP for 15 consecutive days of continuous participation. 

30,000 PHP for 30 consecutive days of continuous participation. 

Complete all tasks 100% for 30 consecutive days will be rewarded another 10,000 PHP. 


(if the requirements are met, the basic salary will be calculated from the first day of employment) 
OUR WORKING HOURS ARE 10:00 AM - 08:30 PM EVERY DAY. 


It is possibly to underline that they are a legitimate company, which of course they are not. 


Princes: Noted 
Noelia: Got it 
Jefferson: noted 
Cristina: Copy 
Jazrile: Noted 
Rosamie: Understood 
Pena: Okay admin 


Tuesday 4.15pm 
Got it. 


Richie: Noted 
Arnold: Noted po 


We then get this, possibly to make out this is a proper group, and they don’t want any fraternizing between 
its group members: 


Tuesday 4.09pm 


-Emma James +44 7480 459229 
@& © Group Rules # 
(01) This is an Official Group. Therefore, © no one is allowed to have a private conversation in the 
group@). Other members would be disturbed if you spoil the group. 
(02) Please get in touch with Task administrator directly if you have any issues about the Tasks or the 
Payments] Do not spoile the group. 
(03) It is highly forbidden to post 9€ screenshots of task completion, strikes, links and recordings 9€ to 
the group. 
(04) © No need to inquire about the next task in the group. The next task will be posted after finalizing 
the next assignment. Stay alert in the group announcements. 
@ Anyone who violates or does not follow the group rules will be fired from both this job and the 
group@. 
Thank You 8 © @ 


How can they fire us when they haven’t given us an employer’s contract? We must be 22 or over to 
participate. Did they ask for proof, like a birth certificate? No. There is nothing signed up between both 
parties, so therefore there is no contract, therefore we are not bound to these rules. They will simply block 
or remove anyone who violates them. They cannot fire anyone. Again, they are desperate to make out this 
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is all legit. Far from it. And why are screenshots of tasks forbidden to the group post? Possibly for fear of 
someone duplicating it and pretending they have completed the task (see John’s much later below). Note, 
it does not say it is forbidden to post screenshots outside of the group, which of course is what I’m doing. 
Are they going to fire me? 


Natalia: Noted 
Richie: Noted 


Tuesday 4.21pm 
Noted. 


Amparo: Copy 

Anj: noted 

Rezie: noted 

Jorge: We will follow the rules po 


Tuesday 4.30pm 


-Emma James +44 7480 459229 
9 @ We are going to post the next task @ within 10 minutes. Are you all ready? 


Arnold: Yes 
Chrish: Yes 


Tuesday 4.31pm 
Yes 


Jefferson: ready 

Rezie: ready 

Ron: Ready 

Riche: Ready 

Rafael: I am ready 

Anastacio: Ready for task 
Noname 1800: Yes ready 
Joseph: Always ready 
Noname 7739: Okay po ready 
Biadexter: Ready 

Evbona: Ready 

Noname 1130: Ready admin 
Noname 4102: Okay po ready 


Tuesday 4.39pm 
-Emma James +44 7480 459229 


GG OGuskG GG 


Read all the following steps for avoiding mistakes. 
Task Type: Like product and take screenshot |? # 
Task valid time: 40 Minutes 

Task Reward: 50 PHP 

§ Task § 


@ Open product link 
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https://www.lazada.com.ph/products/strip-it-extra-stripping-cloth-pack-for-hair-removal-cold-hot- 
waxing-and-sugaring-2-packs-i1069912971-s3648602967.html 


? f Send the screenshots of the task completion *GCASH (Account name & number)* to the following 


Admin. & 2 


(9€ DO NOT SEND SCREENSHOTS TO THE GROUP & ) 


f& @ B Congratulations to you all...! * @Y 


Send Task completion screenshots to Task Administrator (Marina) >> +44 7706 793159 (WhatsApp) 


Rezie: done 
Richie: Done 
Jefferson: Done 


I send my screenshot to Marina, this time a wax strip for hair removal. Wow. Isn’t this exciting! 


Tuesday 4.40pm 


SLOBE Su % 88% 4:40 


< wax strip ) G) ce 2 


ABA DAILY FREE SHIPPING fo] 1/4} 


°50.00 


(EW Strip It Extra Stripping Cloth Pack (for Hair 
Removal Cold / Hot Waxing and Sugaring) 2 packs 


ere 9 GaeE 
Tuesday 4.40pm 
Done. 


Princes: Done 
Karren: eDon 
Done 
Noelia: Task done 
Anj: done 
Evbona: done thankyou 
Cristina: My task done 
Rosamie: Completed 
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Pena: Yes done 

Natalia: My task done po 
Amold: Done 

Jazrile: 


4:47PM IM" 


oo 


Today, 04:46 PM 0&8 


Express Send Notification 


You have received PHP 50.00 of 
GCash from AV***N S. 09536308423 
w/ MSG: . Your new balance is PHP 
Wh a®™ Bef. No. 0016085976205. 


4:48 PM 


Inbox 


Today, 4:46 PM & 


Express Send Notification 


You have received PHP 50.00 of GCash from 
AV***N S. 09536308423 w/ MSG: . Your new 


ae Ref. No. 
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Tuesday 4.48pm 


891% (et 4:48 


oy 


March 19, 2024 04:48 PM & 


Express Send Notification 


You have received PHP 50.00 

of GCash from MAY JO""E F. 
09536305034 w/ MSG: . Ref. No. 
0016085995747. To access your funds, 
register and download GCash now! 
You can visit the GCash Help Center 
to know more about registration. 


Evbona: thankyou admin 


(© WhatsApp + 2 messages from 2 ch... _ now 


Lazada Market {[ [0] 18 gf Bu: ~ Jon Lange .. 
Pape aes 


Today, 04:47 PM 08 


Express Send Notification 


You have received PHP 50.00 of 
GCash from JE*****R E. 09536306355 
w/ MSG: . Your new balance is PHP 
180.01. Ref. No. 5016086003173. 


Note my name at the top here to alert Evbona that I have just sent a message to the group. Not sure what 
she has scrubbed out underneath it, though. 


Richie: 
4:49PM@ & 33.5KB/s A © wail wil & GD 


€ Inbox 


Express Send Notification 


You t ceived PHP 50.00 of G¢ 

from MA"*O A. 09536434551 w/ MS 
Your new balance is PHP gef. No 
0016085989820. 


Jefferson: 


Today, 04:47 PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from JA***N L. 09536306980 
w/ MSG: . Your new balance is PHP 
353.50. Ref. No. 9016085992314. 
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Rezie: 


Today, 04:46 PM 8 


Express Send Notification 


You have received PHP 50.00 of 
GCash from GI"A A. 09536308901 
w/ MSG: . Your new balance is PHP 


mE (No. 3016085983577. 
Amparo: 


Today, 04:46 PM & 


Express Send Notification 


You have received PHP 50.00 of GCash 
from MA**O A, 09536434551 w/ MSG: . 


Your new balance is PHP GN Met. No. 


0016085972993. 


Jorge: 
Transaction details 


Transfer from 09536434551 to 
oO 


Date &T Mar 19, 2024 04:45 PM 


+50.0 


Reference Ni f 0016085961492 0 


Today, 04:46 PM & 


Express Send Notification 


You have received PHP 50.00 of GCash 
from VA****A A** S. 09952633786 w/ MSG: . 
Your new balance is PHP 555.04. Ref. No. 
4013967868978. 
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Today, 04:46 PM 4 


Express Send Notification 


You have received PHP 50,00 of GCash from 
KA**N J** D, 09952620701 w/ MSG; . Your new 
balance is PHP Ref. No. 7013 


Anastacio: 


Today, 04:52 PM 8 


Express Send Notification 


You have received PHP 50.00 of GCash from 
JE*U MA"*E D. 09276749080 w/ MSG: . Ref. No. 
9013967959757. To access your funds, register 
and download GCash now! You can visit 

the GCash Help Center to know more about 
registration. 


Noname 1800: 


4:53PM 8% @ 


ee 


Today, 04:51 PM & 


Express Send Notification 


Yous hgve received PHP SO, 


Today, 04:50 PM 8 


Express Send Notification 


You have received PHP 50.00 of 
GCash from JE****E T. 09159869779 
w/ MSG:. Your new balance is PHP 
Qi. Ref. No. 5013967953485. 
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Noname 7739: 
€ Inbox | 


Today, 04:51PM & 


Express Send Notification 


You have received PHP 50.00 of GCash 
from JE***L V. 09952620816 w/ MSG: . 


Today, 04:57 PM & 


Express Send Notification 


You have received PHP 50.00 of GCash 
from JA***N ey MSG: . 


Your new balance i 


Jenny: 


5:01pm @ Wii © +S alu 2 16% 


= w 


Today, 05:01 PM o& 


Express Send Notification 


You have received PHP 50.00 of 
GCash from JE****E T. 09159869779 
w/ MSG: . Your new balance is PHP 


Chrish: 


Today, 04:57 PM & 


Express Send Notification 


You have received PHP 50.00 of 


GCash from AN***N T. 09536437! 
MSG: . Your new balance is P’ 
Ref. No. 3016086246992. 
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Noname 9533: 


Today, 05:06 PM o& 


Express Send Notification 


You have received PHP 50.00 

of GCash from J** MI****A A. 
09536308932 w/ MSG: . Your new 
balance is PHP 513.01. Ref. No. 
8016086459516. 


Biadexter: 


Today, 04:58 PM & 


Express Send Notification 


You have received PHP 50.00 of 
GCash from MA**O A. 09536434551 
w/ MSG: . Your new balance is PHP 
350.14. Ref. No. 0016086252692. 


Sheena: 


GCash 4:58 PM 
You have received money in GCash! 


You have received PHP 50.00 of GCash from RO****N V. 
09536308399. 


Tuesday 5.13pm 


-Emma James +44 7480 459229 


9 @ Please contact Task Administrator (Marina) >> +44 7706 793159 (via WhatsApp) © if anyone 
hasn’t received the payment for the latest task. Thank you. 


Then we get this notification (the number will become apparent shortly): 
+44 7424 136972 joined using this group’s invite link 


So, this is somebody who has been invited to join, Mr Scammer himself. He is part of the set up and the 
next stage must go through him. (I’m assuming it is a man.) 
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Tuesday 5.30pm 
-Emma James +44 7480 459229 


#& Gi The next task will be posted soon. Kindly wait until we post the task and stay online@d @ 
Rezie: noted 


Tuesday 5.31pm 
Ready 


Biadexter: Ready 


Tuesday 5.49pm 


-Emma James +44 7480 459229 
#& @ We are going to post the next task @ within 10 minutes. Are you all ready? 


Richie: Ready 

Rezie: ready 

Jefferson: ready 
Princes: Ready 

Arnold: Ready 

Noelia: Ready 

Cristina: I am ready 
Rosamie: Ready for task 
Pena: Always ready 
Natalia: Yes po 

Myene: Ready 

Amparo: ready 

Jorge: Waiting 

Riogene: Ready Maam 
Ron: Yes po 

Rafael: Ready admin 
Anastacio: Okay ready 
Noname 1800: Always ready for task 
Joseph: Ready po 
Noname 7739: Okay 


We are all thinking the next task is going to be simple like the others. But no. We now come to the clincher, 
what this whole charade has been leading up to. Get ready for the SCAM. Here we go: 


Tuesday 5.59pm 


-Emma James +44 7480 459229 
@ vIP TASK @ 
Product Optimization task 
Y Double Salary 
Y 30% BONUS 
WThis is the VIP Task, Your task reward will be doubled after completing this task. Not 50 it’s 100 
A Normal Task reward now - 50 PHP 
A After completing This task - 100 PHP 
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f @ & Congratulations to you all...! fe @ 
#& @ Contact the VIP Admin for upgrading Your VIP Level: VIP ADMIN >> +44 7424 136972 
(Whatsapp) 


Note we are now given a new number to contact, the admin for the VIP membership. His number was the 
one that was invited into the group earlier. Note also that there is no mention of any cost, fee, or payment. 
We are not told that we will have to pay to join the VIP group. Emma is misleading us. And like everybody 
else, I opted to join. Who wouldn’t if you could be earning double of what you already are. Let’s face it, 50 
pesos is nothing. How much better to be earning 100 pesos per task. But wait, there’s a catch. 


Princes: Message sent 
Noelia: Sent 

Jefferson: pm sent 

Cristina: Sent done 

Rezie: done sending message 
Noname 9281: Message sent 


Like the others, I send a message to the VIP admin that I am interested and want to upgrade. 


Tuesday 6.04pm 
Please upgrade me, thanks. 


Then I post to the group letting them know I have sent the message. 


Tuesday 6.04pm 
Sent. 


Riogene: Message sent 
Pena: Done sent 

Jay: Sent done 
Biadexter: Done sent 
Maganda: Message sent 


Who? Maganda? Never heard of her before or noticed that she had been invited to the group. 


Noname 3924: Done 
Natalia: Sent done 
Perlah: Done 


Who? Perlah? Never heard of her before. As above. See also illustration on p. 102. 


Dennes: Already sent 

Amparo: Sending 

Princes: I got the task, I was asked to send 1150. will I get it back with a 30% bonus as an optimization 
bonus? I can do it now if you can confirm it, please 


Now we are being asked to send money as part of the optimization programme. This will be explained 
later in the response from the VIP admin (below). Princes, obviously, is being cautious. I’m just surprised 
she has the money to throw away. Yet she could be part of the scam as she is voicing everyone else’s fears, 
and it gives Emma the chance to thwart those fears (see below). 
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Mylene: Done 
Jorge: Sent 
Arnold: Done 


I now hear from the VIP admin (no name is given, again I assume it’s a man). 


Tuesday 6.07pm 


-(no name) +44 7424 136972 
Ok, let me explain to you what we do now: 
Our job content is to help platform merchants purchase goods, which is to increase the sales and 
popularity of merchant products. 
After you complete the task order, the system will recycle the products you purchased and pay you a 30% 
commission reward. 
The repurchase task requires you to pay for the purchased goods in advance, and the system will return 
the money to your bound account within 5-10 minutes after completion. 
Do you understand the above three contents clearly? 


Patronising or what! That last sentence really does underline what I said earlier: all scammers think they 
are clever, better than anyone else, and think we are all stupid, and therefore they have the right to take 
advantage of us. Note that we all got the same response, yet there is no mention of the word ‘optimization’ 
that Princes uses in her query, nor the 1150 pesos, so where did she get them from? Emma used the 
phrase ‘Product Optimization task,’ this is precisely what the scheme involves. It is designed to optimise 
the seller’s products through false purchasing. Now we get Emma’s response to Princes’ query... 


Tuesday 6.08pm 


-Emma James +44 7480 459229 
Absolutely. You will receive 345 PHP as a bonus for optimising the product. The merchant will pay you 
in a short amount of time. Thank you. 


Well, that sounds reassuring, doesn’t it? So basically, the way the scam works is we give them 1150 to 
purchase a product on the company’s behalf to help promote the product for the seller. And the company 
will give us back 1465, so we make a 30% profit (the 345 pesos) as part of this bonus scheme. This is how 
the company makes its money. Remember, each of us has earned on average 300 pesos. The company has 
given us this for fulfilling the assigned tasks. But in order for us to continue we have to give them 1150 
pesos, and of course once we do, they block us, and we never hear from them again. So, they make a 
profit of 850 pesos for everyone who falls into their trap. They have lured us in, making us believe it is all 
genuine. We have even seen other members (some of them fake) proving that the company does pay the 
wage, so we are more inclined to accept it is true. Anyway, let’s continue with this charade ... 


Rafael: Sent done 

Anastacio: Sent 

Noelia: Already sent money 1150. Im waiting for the reward 
Noname 1800: Done 


The above are all possibly fake. They are pretending they have sent the money to encourage us to do the 
same. It is that old ploy when it comes to selling, what we call the ‘sheep factor.’ If Mr B down the road 
buys his groceries from Alfamart, then we should do the same, ‘follow the herd’ instinct. Like lemmings, 
some people do regrettably fall for this trap. Where is Princes? Has she not sent the money yet? 


John: i’ll stick to the normal task 
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Good man. I believe John to be genuine, but little does he realise there are no more normal tasks if we fail 
to pay the company. 


Cristina: I will wait first for my co group here to send their proof of payment before I send money. I just 
want to make sure that this is worth. I hope you understand guys. 


Of course we do, but how are we to know that the ones who do send proof of payment are genuine? They 
could be plants, part of the set up to make the scam work. 


Joseph: Same 
John: Yup 


See, I told you John was genuine. He won’t make a move yet because he is also worried this could be a 
scam. Not sure about Joseph, though. But he does pay (see below). 


Noname 7739: Sent po 
Jenny: Done 


Now we get lots of proof of reimbursements. Genuine or fake? You decide. 


Natalia: Received legit 


Transaction Details 


Received GCash from CIMB 
Philippines, Inc. with account ending 
in 1999 and invno:044678 


Mar 19, 2024 06:11 PM 


+1495.0 


8008646578960 (1) 


Note that Natalia has sent 1150. This is viewable at the top. She has now received 1495, that is a bonus of 
345, as Emma mentioned. Yet CIMB Philippines, Inc., as a company does not exist, unless this refers to 
the famous CIMB Bank of Philippines. Why would they be sending her money, through GCash, which 
indeed they do partner with, unless the seller from whom she bought the product uses CIMB? Further, her 
account number for GCash is linked to her phone, yet her phone number does not end in 1999. Very 
suspicious. But of course, to reassure us this is all perfectly legitimate, she has to add that remark. Also 
note that although she claimed to have completed the last task, she sent no proof of payment. 


Amparo: Legit guy’s 
Transaction Details 


Transfer from 09063267179 to 


Mar 19, 2024 06:12 PM 


+1495.0 


3008991229356 (0) 
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Note that there is no company name. The amount has been transferred from a mobile number to her 
number which she has blacked out. Why has she blacked out the number when everyone in the group can 
see her number anyway? Doesn’t make sense, unless it has gone to another number which she wishes to 
hide. Very strange. Also, she is in the habit of using a green colour to black out her balance, not black. 
‘“Guy’s’??? She means ‘Guys.’ From now on we will see they’re all trying to convince us this is legitimate. 


Emma now congratulates those who have become VIP members, i.e. Amparo and Natalia: 


Tuesday 6.15pm 


-Emma James +44 7480 459229 
& YY Congratulations to the Member who upgraded VIP...! YOOUOG& 


Jorge: A very easy task. It is just a matter of trust and taking the challenge. 44 Legit pro Max © @ 


GCash - Messages + nov “A 
You have re ed PHP 1495.00 of GCash from JI**Y 
@ —§A**1. 09150597129 w/ MSG: . Your new balance is 


PHP 1655.02. Ref. No. 4008935 


34099 


MARK AS READ 2 


Why are they telling us it is legit? Because they are in on the scam and need to reassure the suckers in the 
group that it is genuine, not a scam. Note Jorge was also in the habit of blacking out the number the 
money was sent to with green ink, like Amparo. He doesn’t need to here as no phone number of the 
recipient is given, only the sender. And normally he sends a cropped screenshot, with top part missing. 
Here the top part is showing. Also, as for trust, well there are too many scammers in the Philippines, so 
never trust anyone, no matter how genuine looking they may appear to be. This was followed by another 
congratulations from Emma. Copied and pasted in. No individual thanks: 


Tuesday 6.18pm 


-Emma James +44 7480 459229 
& Y Congratulations to the Member who upgraded VIP...! YOUOO 


Ron: 


You have received 1495.00 of GCash from 
CIMB Philippine, Inc. with account ending in 
3181. Your new balance is 1842.32 19-03-24 
6:17 PM. Ref No. 046294 Use now to buy 
load, purchase items, send money, pay bills, 
and a lot more! 


Note a few things here. Firstly, the spelling of Philippines without the ‘s’ on the end. How can you make a 
glaring mistake like that? Secondly, account number ending in 3181 does not tally with his phone number. 
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Thirdly, his last balance was 555.04. It is now 1842.32. It should be 2050.04. Admittedly, he may have 
paid for something during the interim using his GCash account, which means he has spent 207.72 pesos. 
I now respond to the VIP admin with this message: 


Tuesday 6.17pm 
Yes, but not sending you any money. 


Of course I’m not as I know it is a scam. I don’t voice my concerns as I’m afraid to ‘spoil’ or ‘disturb’ the 
group’s equilibrium, so I message the group letting them know my stance on this: 


Tuesday 6.20pm 
On second thoughts, I will stick with the normal plan. 
Next task, please. 


Obviously, I am also anxious as I know all about the upgrade scam, and I refuse to hand over any money. 
It would be like working for a proper company and asking your boss for a pay-rise. Would you expect him 
to say something like, ‘OK, but you have to give me some money first,’ ? Of course not! 


Rafael: 


6:20 PM 
Tue 19 March 


~ GCash+2mA 


You have received money in GCash! 


Note the misspelling, ‘GCase’ instead of ‘GCash’. GCash would never make a mistake like that, so this 
must be fake, a made-up notification. 


John: i will stick to the normal task admin 
Very sensible, John. Don’t trust them. Another couple of congrats from Emma for Ron & Rafael follow: 


Tuesday 6.22pm 


-Emma James +44 7480 459229 
& YV Congratulations to the Member who upgraded VIP...! YOUOO 


Arnold: Normal task again 
Somebody else who doesn’t trust them. Don’t blame him. But there are no more normal tasks. 
Noname 4102: Money sent 1150..waiting for 1495 payment as they promised 


She does get her money, 13 minutes later, at 6.35pm (see below). Or we have to assume she does. She is 
another one who could also be part of the scam. ‘The money isn’t instant, guys. Don’t worry. You’ll get it.’ 
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Anastacio: Omg Legittt thankuuuu so much poooo @ 


Inbox 


© 


Express Send Notification 


1 PHP 1495.00 of GCash from J**MA**E 
3G; . Your new balance is PHP 1611.35. 


Ref. No, 0014349311494 


Note this appears to be different from her last notification, the background is black rather than white, also 
here her new balance is given. But on previous ones there were no balances given. And why do they have 
to keep telling us this is legitimate? Because it isn’t. She is in on it as well. 


Arnold: Okay ahh 
Why is he saying this? Does he believe her? Who knows. Then I get a response back from the VIP admin: 


Tuesday 6.23pm 


-(no name) +44 7424 136972 
If you have not completed the VIP upgrade task, you will not be able to enter the VIP group and accept 
the 100 commission task 


So, let me get this straight, I must pay to do my job? What a load of shit. I know I’ll not get more tasks, for 
50 or 100 pesos, unless I pay to join the VIP group. Not sure if ‘task’ is right. Shouldn't it be ‘tasks’? I 
thought they were saying all tasks will now earn 100. A congrats to Anastacio from Emma then follows: 


Tuesday 6.26pm 


-Emma James +44 7480 459229 
& YY Congratulations to the Member who upgraded VIP...! YOOOG 


Jefferson: congrats to all vip... more task to all thankyou 
He says this again later (see below), but he himself does not buy into the scheme. 


Noname 1800: Yey! Got recieved. This is super Legit! J, TYSM [Thank You So Much] 


6:25 © 


@) Hello! 
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She’s received payment. But what does it prove? She has got 1630.19 in her account. It could have come 
from anywhere. She needs to convince us it is not only legit but ‘super Legit.’ Yeah, right. We believe you. 
Also, see below where John attempts to pull a fast one. 


Joseph: 


Express Send Notification 


You have received PHP 1495.00 of GCash from 
KA**R M 09685432147 w/ MSG: your new 
balance is PHP 1875.0 Ref. No. 1254987896452 


Note on previous proofs of payment, Joseph blacked out the balance with green ink. Here he has not 
bothered. Why? Most people are consistent in their habits. If not, then there is something wrong. And 
another congrats to Joseph and the girl with no name from Emma follows: 


Tuesday 6.28pm 


-Emma James +44 7480 459229 
& YY Congratulations to the Member who upgraded VIP...! YOUOO 


Noname 1130: How to send a money please guide me po 
Noname 7739: thanks po, received my payment [no image, cannot be downloaded] 


Tuesday 6.32pm 


-Emma James +44 7480 459229 
& Y Congratulations to the Member who upgraded VIP...! YOOUOGO 


Emma then answers Noname1130’s query: 


#& @ Contact the VIP Admin for upgrading Your VIP Level: VIP ADMIN >> +44 7424 136972 
(Whatsapp) 


I then write to VIP admin, having now read his message: 


Tuesday 6.33pm 
Fair enough. Downgrade me to normal tasks then. 


Jenny & Riogene send in proof of payment (images cannot be downloaded). Emma sends them congrats. 


Tuesday 6.35pm 


-Emma James +44 7480 459229 
& YV Congratulations to the Member who upgraded VIP...! YOUOO 


Tuesday 6.35pm 
Still waiting for next task. 
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I am convinced there is not going to be any more tasks unless we pay to upgrade to join the VIPs. I am 
losing my patience. I just want to get on with whatever it was I was doing at the time, rather than waste it 
sitting through all this shit. It’s a farce, and I know it. 


Carlos: Legit po [cannot download image] 
Somebody else telling us it is legit. Blah blah blah! 


Tuesday 6.35pm 
-Emma James +44 7480 459229 
& YY Congratulations to the Member who upgraded VIP...! YOOUO@O 


Noname 4102: little late but received [cannot download image] 


Tuesday 6.38pm 


-Emma James +44 7480 459229 
& Y Congratulations to the Member who upgraded VIP...! YOOUOO 


I then get a response from the VIP admin: 


Tuesday 6.39pm 


-(no name) +44 7424 136972 
If you don’t complete the VIP mission, you cannot continue with other missions. you will be fired 


What? They are going to fire me because I refuse to send them money! How preposterous. Who do these 
people think they are? As I said, they all think we are stupid, so they have this arrogant attitude. As far as 
I’m concerned, I don’t work for them, I only work on their behalf. They can disqualify me, yes, but they 
cannot fire me. I respond to this message later. 


Dennes: [cannot download image] 


Tuesday 6.40pm 


-Emma James +44 7480 459229 
& YY Congratulations to the Member who upgraded VIP...! YOUOO 


Noname 9281: Thanks 
GLOBE | DITO ll BB ll 48x 


6 5 / Tue, Mar 19 fo 


GCash+ now ®@ 


You have received money in GCash! 


You have received PHP 1495.00 of GCash from 
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Tuesday 6.40pm 


-Emma James +44 7480 459229 
& Y Congratulations to the Member who upgraded VIP...! YOOUOO 


Noname 1130: upgraded 
Transaction Details 


Transfer from 09538708678 to 


Mar 19, 2024 06:40 PM 


+1495.0 


8014721454758 


Someone else who’s blacked out their phone number even though we can all see it above her posting. 


Maganda: Thankyou admin legit po 


Latest 


© _sExpress Send Notification 
You have received PHP 1495.00 of GCa... 


Another one telling us it is legit. This time from Maganda. Who? As I said at 6.04pm, never heard of her 
before. And she is now sending/receiving money. WTF? Emma then congrats these two: 


Tuesday 6.42pm 


-Emma James +44 7480 459229 
& YY Congratulations to the Member who upgraded VIP...! YOOUOO 


Jay: Salamat po. [Trans., ‘Thank you’ in Tagalog. ] 


Notifications 


sm GCash I min ago 


1 min ago 


You have received money in GCash! 
You have received PHP 1495.0 of GCash from MA***N D. O.. 
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In gold border, how nice, with stylised writing. Must’ve taken him all of 2 minutes to create this. Note the 
minor error: it should be 1495.00, not 1495.0. No legitimate company would make a mistake like this. I 
now respond to the VIP admin: 


Tuesday 6.43pm 
Oh, I see, so I must send you money. I have no choice, 
right? What if I don’t have the 1150 pesos? 


Of course I have the money. I just want to see what their response will be. Emma congrats Jay: 


Tuesday 6.44pm 


-Emma James +44 7480 459229 
& VY Congratulations to the Member who upgraded VIP...! YORCOOO 
Tuesday 6.47pm 
#& @ Contact the VIP Admin for upgrading Your VIP Level: VIP ADMIN >> +44 7424 136972 
(Whatsapp) 


Why is she reminding us that we need to do this? Because they want our money! 


Tuesday 6.48pm 
Still waiting for next task. 


I was now getting really fed up with this. I have better things to do with my time then watch people 
pretending to be paid and getting fake congratulations for it. Come on, I want to earn money, for free. 
Then I get a message from Marina: 


Tuesday 6.48pm 


@ Marina +44 7706 793159 

YW Dear official member, Do you want to earn 100 per task? You can upgrade VIP and grab this 
opportunity. 

? Contact VIP Admin for upgrading Your VIP Level 


So, she is also encouraging me to join in and fall for the scam. I reply to her in earnest: 


Tuesday 6.49pm 
I don’t have the money to send so cannot upgrade. I will stick 
with normal tasks until I earn enough then I will upgrade. 


I’m hoping they will fall for my ploy. They must think I’m stupid if I’m going to send money to someone I 
don’t even know. See Illustrations, p. 103, for the change in next entry’s name change. 


Noname 3924: thank you admin 


@ GCash + now @ 


You have received money in GCash! 


You have received PHP 1495.00 of GCash from 
LE**“"*A Z. 09538758208. 
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Tuesday 6.50pm 
-Emma James +44 7480 459229 
& Y Congratulations to the Member who upgraded VIP...! YOOOE 
Noelia: Finally received 
a ile OFau c= 


6:53 pm 7 Gy 


Tue March 19 


@:1:3@:3: 
® 


GCash « Messages - now nw 

@ You have received PHP 1495.00 of GCash from 
JA***H L. 857205 w/ MSG: . Your new balance 
isP f. No. 2002450887 1. 


MARK AS READ 


Ee] ee ee Vv 


donotreply 
Invitation to Interview for: Computer Vision and Ma... 


Quite strange this one. Note how she has scrubbed out the balance and ref. no. in blue, yet the Gmail line 
below it has been pixelated out so we cannot read it. Very suspicious, using two methods like this. 
Tuesday 6.54pm 


-Emma James +44 7480 459229 
& Y Congratulations to the Member who upgraded VIP... YOOOO 


John: thank you so much i just received my commission © 
6:25 © Fi 2 


G) Hello! 


P 1,630.19 


Borrow GSave Ginsure Ginvest 


a ge Ae) G eS 


GLife A+ Rewards GForest Cards 
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Wow, amazing. I thought this guy had more sense. But wait, there is more to it... 


Tuesday 6.54pm 


-Emma James +44 7480 459229 
Do not send other members screenshots to the group. Send your own screenshot. Thank you. 


So, what has happened here, John, thinking he is being clever, has copied the screenshot of the one from 
the girl at 6.26pm, posted it here in an attempt to convince them he has paid into the VIP scheme. Emma 
has sussed him out straightaway, knowing it is a fake screenshot. The time on it is wrong. Should be 6.54. 
Sorry, John, good try but it didn’t work. You need to be cleverer than that to out-scam the scammers! 


Evbona: Waiting for new task thankyou and congrats to all vip members 


Tuesday 6.58pm 
Yes, congrats to all VIP members. 


Here’s me, still fed up with this shit, waiting for our next task. I want more work as I have bills to pay. 
What Emma is not telling us is there will be no more normal tasks unless we pay up. I feel sorry for 
Evbona as she is a genuine person. She will be sorely disappointed tomorrow morning. You’ll see. 


John: can i just stick to the normal one? 
No, there is no normal one. They’ve paid you 300 pesos. Now they want their money back, and more. 


Anj: Legit! 


Emergency calls 


19:06 


@) You have received money in GCash! 


Why do they keep telling us this? Does it make it sound more real? No, they’re still trying to convince the 
others who haven't gone along with the scheme to do so now. Don’t follow the herd, guys. Sheep! Baa... 
Tuesday 7.08pm 

-Emma James +44 7480 459229 
& YV Congratulations to the Member who upgraded VIP...! YOOUOG 


I then get a message from the VIP admin who hasn‘t answered my question: 


Tuesday 7.08pm 


-(no name) +44 7424 136972 
Hello, the number of VIP upgrade places is limited. The remaining places are: 5. Do you need to continue 
to complete the task? 


Tuesday 7.08pm 
No. 
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That’s me being blunt, to the point. And how can the number of VIP upgrade places be limited? Rubbish! 
Of course they aren’. This is what they do in advertising: ‘Hurry while stocks last.’ They don’t want us to 
miss out on this great opportunity, an opportunity for them to scam money out of us. I never heard from 
him again. He has given up on me, a lost cause, a hopeless case. ‘Forget it, guys, we will never get any 
money out of this clever bastard,’ he’s telling his colleagues. Sorry, scammers. Thanks for the 300 pesos. 


Karren: 


Today, 7:07 PM 8 
Express Send Notification 


You have received PHP 1495.00 of GCash 


from RI*A N. 09536305355 w/ MSG: = new 


Tuesday 7.10pm 


-Emma James +44 7480 459229 
& YY Congratulations to the Member who upgraded VIP...! YOOOO 


Arnold: Normal task lang muna po 


Another one, like John and Evbona, who has failed to play their game. No, Arnold, there are no more 
normal tasks. And I confirm this in my next posting... 


Tuesday 7.40pm 

I don’t think we are going to get any unless we upgrade. 
Tuesday 7.50pm 

It’s gone very quiet. Is anybody there? 


Then I get this from a woman called Silvia who I’ve never heard of before. Who the fuck is she? 


Tuesday 7.50pm 


Dsivia +44 7741 093086 
Don’t chat in the group. 


Tuesday 7.50pm 
I’m not chatting. I’m waiting. 


Tuesday 7.50pm 


Osivia +44 7741 093086 
There wil be no normal/ regular tasks posted in the group. Because all the normal tasks will be transferred 
to the VIP group. 


Why are they transferring all normal tasks to the VIP group? Because that’s how this company makes 
their money, defrauding people by getting them to join that group. It’s their way of saying, ‘Unless you 
play our game and cough up the money we demand from you first, we will not let you into our exclusive 
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club.’ And of course, once we pay the admission fee, they open the door and we walk into an empty room, 
only to realise we have been conned and there is no party. Can we get our money back? Of course not! 


Jefferson: thanks to all of you... 
He is thanking all the group again. I don’t know why. He hasn’t bought into the scammers’ scheme. 


Evbona: Thankyou 


Ld 
WhatsApp Video 
2024-03-19 at 19.54. 


Poor girl, she still believes they are genuine, and thanks them by sending a GIF as well. Then Emma 
changes the group settings so that only admins like herself and Silvia can post here. 


Tuesday 8.38pm 


-Emma James +44 7480 459229 
? <INotice: ? a 
@ In order to allocate VIP groups to all employees in a timely manner, the basic group will be 
temporarily closed. Members who have completed the task no longer need to send screenshots to this 
group. Please send the screenshots individually to the VIP administrator, who will arrange all subsequent 
tasks for you. 
@ VIP Admin number: VIP ADMIN >> +44 7424 136972 (Whatsapp) 
Good night 
@& © Happy time is never enough, it’s time to say goodbye to everyone, our task is every day from 
10:00 AM to 08:30 PM 
Jobs will not be posted and group also be temporarily closed. Let’s meet tomorrow morning at 10:00 AM 


Good night everybody...! 3 \ YM 


The basic group is, of course, us, those who refused to play their game by not opting for VIP membership. 
Emma will close this group temporarily but open it again tomorrow with the sole purpose of trying to 
convince us to pay (see below). All work is now being transferred to the VIP group. As I said, I knew there 
would be no more tasks listed here. I kept the app open anyway to see what would happen the next day. 


Wednesday 10.42am 

Ouinma James +44 7480 459229 

& & «Good morning Everyone...! & B# 

We hope you all have a wonderful morning and pray that you will all have a wonderful day as well. 


Evbona: good morning 
Rezie: good morning © 


Tuesday 10.43am 
Good morning. 


Princes: Good morning 

Noelia: Happy morning 

Cristina: Morning 

Evbona: is there a task today ? admin 
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Sensible question, but the answer is no, unless you pay them first. 


Rosamie: Morning po 
Pena: Have a nice day 
Riogene: Good Morning 
Dennes: Good Morning 


Wednesday 11.01am 


-Emma James +44 7480 459229 
9 @ We are going to post the next task @ within 10 minutes. Are you all ready? 


Really? I don’t believe any of this shit so I refrain from responding. I gnash my teeth, knit my brows ... 


Natalia: Ready 

Rezie: ready 

Amparo: Ready for task 
Periah: Ready 

Jorge: Yes po ready 
Riogene: Ready 

Ron: I am ready 
Maganda: Ready po 
Dennes: Ready Maam 
Rafael: Waiting 
Jefferson: goodmorning im ready 
Evbona: ready@ 


Wednesday 11.09am 
-Emma James +44 7480 459229 


@ vIP TASK @ 

Product Optimization task 

Y Double Salary 

YY 30% BONUS 

WThis is the VIP Task, Your task reward will be doubled after completing this task. Not 50 it's 100 
A Normal Task reward now - 50 PHP 

A After completing This task - 100 PHP 

f @ Y Congratulations to you all...! fe @ 

#& @ Contact the VIP Admin for upgrading Your VIP Level: VIP ADMIN >> +44 7424 136972 
(Whatsapp) 


This is exactly the same as the night before. We, the people who have failed to pay them, are being given 
another opportunity to join the group. The rest are here to goad us on, like they did the day before. 


Princes: Sent 

Riogen: Message sent 
Periah: sent 

Dennes: Already sent 
Cristina: Done 

Rosamie: Already contacted 
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Pena: Done sent 
Princes: 


11:17 Mar 20 


7) 


Device control Media output 


GCash 1m 

You have received money in GCash! 

You have ved PHP1495.00of GCash from 
820 


Note there is a little mistake here. There is no space between the amount and ‘of.’ Minor, but wrong. 


Rizza: Ready. 
Princes: Received 
Cristina: 


You have received PHP 


GCash from JA***A C. 
MSG: . Your new balance is PHF 
Ref. No. 


Strange the way she has blacked out the balance and ref. no. in blue and black ink? It would have been 
quicker to just use one colour, surely? Emma then sends her and Princes congrats: 


Wednesday 11.20am 


@urnma James +44 7480 459229 
& VY Congratulations to the Member who upgraded VIP...! YOOOO 


Rosamie: Got it thank you admin 


sesh GCash 2 min ago “w~ 


2 min ago “w~ 


You have received money in GCash! 


uu have received PHP 1495.( *f GCash from RI 
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Wednesday 11.22am 


Ounma James +44 7480 459229 
& YY Congratulations to the Member who upgraded VIP...! YOOUO GO 


Evbona: for normal task is there a task ??? 


The poor girl just doesn’t get it. There will be none because you haven't paid them. They want your 
money. Then we get a message from Emma. It is the same as Silvia’s from Tuesday 7.50pm, even with the 
same typos. She has obviously copied and pasted it here. 


Ournma James +44 7480 459229 
There wil be no normal/ regular tasks posted in the group. Because all the normal tasks will be transferred 
to the VIP group. 


Now does Evbona understand? Probably not. 
Pena: 


G GCash * NOW 


You have received money in GCash! 


You have received PHP 1495.00 of GCash from 
UZ**R M. 09952681699. 


This also contains the same minor error as mentioned above, no gap between the amount and ‘of.’ 


Wednesday 11.24am 


-Emma James +44 7480 459229 
& Y Congratulations to the Member who upgraded VIP...! YOUOO 


Perlah: Thankyou 
GLOBE AS Sul 


ilies Wed, Mar 20 fo 


You have received money in GCash! 


Wednesday 11.27am 


@enma James +44 7480 459229 
& Y Congratulations to the Member who upgraded VIP...! YOOUOO 


That was it. Emma changed the group settings to admins only, and that was not long after the last posting. 
Why so early? Because she or they knew full well they wouldn*t be getting anything out of the rest of us. 
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There were no more entries after this. Basically, the group posting is on hold. It will not be used again 
because the scammers have fled, laughing all the way to the bank with some gullible people’s money. 


Note the group Lazada Market 18 B was created on 18/03/2024 at 9.42am. This was the same day I was 
contacted and asked to join the group. It still has 50 current members, 9 of whom are admins or 
connected with the company. This includes Emma James, Erica, Marina and Silvia. However, several 
members have left. These include John, Sheena, Anj, Karren, Chrish, Kristine and Jazrile, who either left 
on Tuesday night or Wednesday morning. The only person removed was Merjory on Tuesday, but we know 
about her anyway. The total amount of past members is ten. 


Is there another group going under a different name? There will have to be, either for the so-called VIP 
members (highly dubious) or for a new batch of taskers to be lured into their scam (highly probable). 
What is surprising is the members who claim they opted for VIP membership but left. For example, Anj 
paid at 7.07pm on Tuesday and left 40 minutes later. Karren paid on Tuesday at 7.10pm and left 40 
minutes later as well. Why? They are supposed to be VIP members and that means all their tasks are now 
going to be worth 100 pesos each, not 50, plus a chance of getting a 30% bonus for ‘optimisation.’ 


This is a list of the group members who paid and are (at this time of writing) still members. They are: 


Dennes, Jenny, Cristina, Noname 3924, Noname 1800, Anastacio, Carlos, Noname 4102, Maganda, 
Princes, Rafael, Noname 7739, Jorge, Pena, Jay, Noname 9281, Joseph, Perlah, Noname 1130, Natalia, 
Ron, Noelia, Riogene, Amparo and Rosamie. (Total =25) 


That still leaves the following who did not pay but are still part of the group: 


Noname 4847, Rizza, Rezie, Noname 7330, Biadexter, Arnold, Myene, Heart, Jefferson, Mylene, Evbona, 
Richie, Noname 5732 and yours truly. (Total = 14) 


Note that the 3 ‘Nonames’ above did not participate in the group activities. Those who left and did pay: 
Karren and Anj. (Total =2) 

Those who left and didn’t pay are: 

Noname 4441, Noname 7125, John, Chrish, Sheena, Kristine and Jazrile. (Total = 7) 


So, the highest number of members of the group are the ones who paid, and that means over half of the 
total members (excluding admin). If we are to assume they all paid the same amount of 1150 pesos and 
were all genuine (doubtful) that means the company made 28,750 pesos (= 400 GBP), minus of course 
the outlay of 300 pesos each for the genuine payments, assuming all members did 6 tasks each. Not bad 
profit if we think that they could be doing this on a daily basis using other group names. 


I did not get scammed as I did not pay them anything, so therefore I can only make an assumption and 
that is the payments made were false payments. Whereas the smaller amounts, the 50 pesos were real, the 
larger ones of 1495 pesos are fake. It looks like the money has gone into the account, but it hasn't, and the 
recipient won't be able to draw on it. When they realise this, they then get blocked. Also, by then the group 
closes anyway. That is one assumption. Another is that genuine payments of 1495 pesos were made, but 
only to those accounts that were already belonging to the company. That is why, when proofs were posted, 
they blacked out the number so we could not see the accounts the payments had been sent to. 


Anyway, we hope the above was informative and people will wisely stay away from Lazada Market 
Group, or whatever they are called. They are all scammers, these ‘companies,’ and not to be trusted. 
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Further Evidence 


There is plenty of evidence out there to support my claim that this is a bogus company, and one of many 
who lure people into the belief they are working for a genuine company in marketing, and who also use 
the upgrade scheme to encourage them to part with their cash. 


I am going to give a few examples here to substantiate the above. Although they may not all be the same 
company, i.e. Lazada Market Group, there are enough parallels to demonstrate that this fraud is rampant 
and structured in such a way that the fraud is undetectable until the last minute. By then, of course, it is 
too late. You lose your money and will never see it again. 


Here’s a good one, a warning from the police in Singapore, and has the identical structure as given above. 
‘Around 50 people lost S$430,000 in job scams linked to fake “Lazada” site: Police said. 


SINGAPORE — The police are warning the public to be alert to unsolicited spoofed messages offering 
job opportunities linked to what looks like e-commerce site Lazada. This is because around 50 people 
have lost at least S$430,000 in such scams since the start of May. 


The police said in a statement on Wednesday (May 11) that these messages are sent through SMS, 
WhatsApp or social media platforms, advertising “highly paid affiliate marketing-related jobs”, wanting 
people to help merchants to boost online sales. 


The scammers would claim that commissions would be given upon the completion of simple tasks online. 


Potential victims would then be directed to provide their personal details when they sign up for an 
account on a fake website resembling e-retailer Lazada, and they would later be asked to complete tasks 
in order to earn commission. 


The job would often begin with simple tasks such as indicating a “like” on products featured on the bogus 
websites, where victims would earn S$2 commission for each “like”, the police said. 


“Victims who were able to withdraw the initial commissions earned would typically be convinced that it 
was a legitimate job opportunity,” they added. 


Thereafter, victims would be promised commissions of up to 30 per cent if they were to buy items on the 
bogus websites, and to make the purchase, victims would have to transfer money to bank accounts 
belonging to unknown individuals for credit in their accounts. 


“These victims would eventually discover that they had been scammed when they were unable to 
withdraw from their accounts, or when the spoofed Lazada website has been removed,” the police said. 


Lazada does not conduct its recruitment via SMS, WhatsApp or Telegram chats, and it will also never 
direct people to a third-party website or ask for personal details to sign up for jobs, the police added. 


They also advised members of public to adopt the following precautionary measures to avoid scams: 


e Donot accept dubious job offers that promise lucrative returns for minimal effort. 
e Never download mobile applications from unverified sources. 
e Never send money to anyone whom you do not know or have not met in person before.” 
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(Retrieved on 24/03/24 from: https://www.todayonline.com/singapore/around-50-people-lost-s430000- 
job-scams-linked-fake-lazada-site-police-1895911?fbclid=IwAR3IQi_6cyoQUBdEH9- 
fSwGzhp YZw6cKBV60NG5pXDwD3P6WT6zD8AMkgA8.) 


Note this article was originally written 11/05/22 (updated January this year) so it looks like this scam has 
been going for a while, as I said under different aliases. They may change the name from Lazada Market 
18 A to 18 B, or whatever, but it is still the same strategy, the same Modus Operandi, with the same 
ulterior motive: to defraud vulnerable, needy people of their cash. Also note that Lazada has its HQ in 
Singapore. However, this type of scam is global, so can happen anywhere. 


I will give some more examples. But first, let me state that Lazada are aware of this job scam. They say: 
‘A new job scam that misuses Lazada’s name has surfaced, offering unsolicited job offers via text 
message and/or WhatsApp. Lazada will never present job offers via text messages. These senders are 
sending spoofed message that includes a suspicious link which redirects to a WhatsApp conversation, 
with promises of lucrative returns and the messages are disguised to look like the real thing.’ Also, that 
these text messages are ‘known in the fraud circle as a “Job Scam”. It uses names of companies as “baits” 
for the victim to be drawn into the scam.’ 


They also say there is little they can do about it as it is outside of their platform. What they are advising is 
to make the public aware, warning them to be vigilant. (See https://www.lazada.sg/helpcenter/how-to- 
identify-a-job-scam-13110.html]?hybrid=1.) 


Here’s another example: ‘So someone from WhatsApp contacted me yesterday asking if I would like to 
avail of a job opportunity by only liking certain products in Lazada. Upon sign up they will give you 50 
pesos through GCash. Then you need to complete 3 tasks within 10-30 minutes interval so that you can be 
paid 120 pesos for the 3 tasks (liking a product then sending a screenshot as proof to the “receptionist”). I 
was able to accumulate 570 pesos from them before I was onboarded to the “prepaid tasks” wherein you 
must invest a minimum of 1000 to 5000 pesos to get 20% commission. I immediately noped out but not 
before getting screenshots of all conversations. I left the group chat and blocked their numbers. I read 
here that some people lost even up to half a million to this scam. Beware! Apparently, they are still 
operating up to now.’ (Retrieved on 24/03/24 from: 


https://www.reddit.com/r/phinvest/comments/1786kto/scam_whatsapptelegramlazada_ task based _octobe 
r/.) 


Somebody makes a comment on the above: ‘I wish I researched here before I gave 15k to the same 
scammers. The moment I send them money, I was removed in the GC & all the contacts I was chatting 
with related to the scam were gone.’ 


Exactly, that is how they operate because most of the people in the group are fake as well. Not sure about 
the 15K. How did it get to that much? Probably through the escalation of prepaid tasks. 


Someone else commented: ‘“You must invest a minimum of 1000 to 5000 pesos to get 20% commission.” 
Obviously, a scam. Only stupid and greedy people would fall for that.” 


Exactly, that is what these scammers rely on, your greed and stupidity. They all think we are stupid. 


Someone else makes the comment that he worked for them for a while, got some money out them, then 
was blocked by not paying them, only to work for another bogus company and did the same thing again. 
He made more money. Good for him. We need to out-scam the scammers, to get them out of the business 
by depleting their funds so they cannot continue. 
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Here is someone else’s story: ‘Just got scammed by this “group” using Telegram. Organized because they 
have a team of people luring you in. I received around 700php in GCash but lost 30K+ by telling you to 
invest in prepaid items, then the manager or moderator have other accomplices. They trick you into 
believing that everyone in the group do not know each other, that’s how they get you into investing. This 
group will provide fake proofs of being refunded and getting paid. When it is your turn to get refunded, 
they say you have committed an error, and you need [to] invest more money so that they can unfreeze 
your account and refund you back a big amount. Be careful! A stranger, not in my contact list, gave me 
unsolicited message on Viber yesterday and paid me 50 pesos for liking some product in Lazada. I hope 
this helps other people out there! Be careful, the scam is very real.’ 


These groups use whatever social media they can, whether it be Facebook, Messenger, WhatsApp, Viber 
or Telegram. Last year I received a couple of messages on WhatsApp. The first was in September. It went 
like this: ‘Hello, Good Morning po! My name is Maria Althea, HR Assistant of Foundit. We received your 
contact from our HR department Philippines to contact you regarding a flexible job as a GOOGLE MAP 
REVIEWER/Survey, for part time/full time duration. With basic salary of PHP 2000 to 4000pesos daily. 
No prior experience required. May I share more details?’ For some reason I did not respond straight away. 
It may be that I wasn’t aware the message had been sent. I replied two days later: ‘Good afternoon. Yes 
I’m interested. Please send details.’ I was desperate for money at the time, so of course I wanted to hear 
what this job involved. Strangely they never got back. Was it because I dd not respond straight away? I 
don’t know. The chat is still open. Anyone interested can contact Maria on +639284880510. 


I later got a message from Lazada Jones (?) who asked for my details so they could pay me my salary. 
‘Forget it, scammer,’ I replied and blocked them. That was in December. 


At the beginning of this year, I got another from Viber, someone calling themselves Lilliana Owens: 
‘Hello po good day. Hope you are doing good po. My name is HR Lilliana Owens from Neo Reach 
Influencer Marketing Agency For Global Brand. We have a job opportunity for you , May I share the Job 
details (Position, Salary and Payment). We have job offer for you , may I share the job details?’ I did not 
respond as I did not know this person, but knew it was a scam. The poor quality of the message told me 
that. (The number was +639463871366 for those who want to know.) 


The following month I received this on WhatsApp: 
‘Good day po!! 
I am glad to contact you. 


My name is Rena Alova HR Assistant Online Jobs Philippines. We got your number from JobStreet / 
LinkedIn. Can you work from home with us as a Google Map Reviewer, an Online job, Joining is totally 
free. With an attractive salary of PHP2000 to 3000pesos daily. 


Can I share more details about this good job? 
Hi there. OK, send me details. 


We cooperate with Google merchants to increase their visibility you have to increase their visibility. They 
pay you for giving them a positive reviews on Google map. these reviews increase their popularity and 
make them appear frequently when searched. 


For starters, I will give you 1 task to test, You will be rewarded with 100PHP immediately after 
completing this task, Via your Gcash or any Bank Account of your choice. 
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Open google maps and search for, [The Heritage Hotel Manila] 
click on review, Give a 5 star Rating only. 
https://maps.app.goo.gl/ZUHeqLGdKX5Bsfqw9 * * *& *& * Resort hotel) 
well done you will be rewarded PHP 100 for completing your first task 
like this [image cannot be downloaded now] 
Done 


Well-done you did a great job! on completing a test task. Your first salary is PHP 100 for the successful 
completion 


Please fill in your information for your payment 


G.cash Name: 
G.cash number: 
Age: 
Occupation: 


[Foolishly I gave out my details, just to see if they would pay me. ] 


Okay as you are waiting for your payment to be completed. There are similar tasks like that we give out 
20-30 everyday through our telegram group, and we pay immediately after you complete each task. 
Would you like to be part of it and do you have telegram? 


As long as you’re not scammers. If you ask 
me to upgrade, I will report you for fraud. 


Are you willing to work with us po? 


Only if you are genuine and not scammers. 
Be aware, I’ve already done my research. 


[I was still waiting for them to get back, so I wrote:] 


I’ll take your lack of response as confirmation 
you’re out to scam people by getting them to 
upgrade for further tasks, and of course once 

we’ ve paid the fee, we never hear from you again. 
SCAMMER! 


Still waiting for the 100 PESOS you owe me, you scammers.’ 
I never heard from this lot again. And they did me out of 100 pesos. I was gutted! 


A few days later another one from WhatsApp: ‘Good Day Po, it’s a pleasure to contact you. Can you 
work from home with us as a Lazada Product Reviewer, an Online job with an attractive salary of 
PHP1400 to 3500pesos daily, Can I share more details about this job? 


If this is a scam forget it. 
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This is not a scam, our work is very simple, there are many pitfalls in this society, I know your concerns, 
you should be careful, we are also afraid that other people working in the field have a lot of doubts, so our 
salary is paid on the spot to protect your rights. 


The best proof you need is to complete the trial task and receive your first payment, then you will confirm 
that our company is real, legit and please be rest assured that this is a genuine way to earn extra income 
and I will be honored if you can give this trial. This job is a combination of fun and extra income, Thank 
you. 


Thank you for your reply. Our company cooperates with online shopping stores to help increase sales 
orders. 


Your main task is to just click ADD FAVORITE or click the Like button ® for the stores that specify the 
products of [Shopping Website] for which we pay you instantly. Are you interested? 


Please be online for about five minutes. And I will walk you through the details 


This work is very easy. You don't need to pay money. Once that's done, we pay you. Can I provide more 
details about the job? 


Are you interested? 


I have been through this before, and your 
approach is word for word the same. 


OK 


All I have to do is put in “telegram receptionist” in Google 
and it will bring up all the scams connected with those 2 words.’ 


That is very true. See below where I bring up some examples. It is exactly the same structure just using 
different platforms. I never heard from this lot either. I wonder why ... 


Back to my WhatsApp messages. I got this a couple of weeks later from +62838966773785. (It is a 
number based in Indonesia. ‘WhatsApp are aware of spam calls coming from there. The scammers will 
try to offer full-time or part time jobs, in return for a joining fee. After receiving the amount, the 
scammers won’t message or call you ever again. Or they may offer to get you to like YouTube videos and 
offer money for each like. To make themselves trustworthy they may release a small amount into your 
account but will not do the same later once they have got your confidence.’ This is precisely what the 
scammers were trying to do with us, get our confidence and make us believe this was all real, legit, etc.) 


‘Hello 

Have a great day! 

It’s a pleasure to contact you 

I’m Christina Estanio, the recruiter for Growth Assistant Philippines. 


We would like to hire you for our Freelancer online job opportunity. Your role is to click like or love react 
® to products on Lazada using your phone or computer and get paid daily. 


No thanks, scammer. 
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You don’t need to pay joining fee or agent fee. no need to sell products ,you can earn by increasing 
reviews of Lazada merchants ,they pay for us ,how can this be scam or some thing? 


We deal with online product review,, 


Reviewing job online is advertising dealer products so it can be visible in the market and also to promote 
dealer product With an attractive salary of PHP1400 to&nbsp;3000pesos&nbsp; daily 


Your main job is to Like the Product on the Shopping Website. Then The Merchant will pay you. It takes 
2-5 minutes to complete the job depending on your&nbsp;activeness. 


First, I will give you a sample Task © After ,I’m going to pay you PHP 50 if you have time try now it 
takes 2-3 minutes 


Are you ready to give it a try ?? 


Its maybe better for you to know and then make decision. 


I think you should try because you have nothing to lose, if after your first task and you are not satisfied 
then you can quit, so do you have time to try it now for the first task to get PHP50? 


Wow, 50 pesos! 
Are you ready to give it a try ?? 
Not interested. I know how your scam works.’ 
And I never heard from them again either. 


It was another task scam. “Task scams involve a website or mobile app that claims you can earn money by 
completing easy tasks, such as watching a video, liking a post, or creating an order. The app will tell you 
that you can earn money for each task, but the catch is that you can only do a limited number of tasks 
without upgrading your account. To upgrade your accounts, the scammers will require you to pay a fee. 
The goal of this scam is to get people to download the app for easy money and then encourage them to 
pay to get to the next level. It's impossible to get your "earnings" out of the app, so victims will have 
wasted their time and money.’ (Retrieved on 24/03/24 from: 


https://www.reddit.com/r/Scams/comments/14yb2h5/is_this_a_scam_liking lazada_products_then_askin 
g/.) 


Someone reported this tasking scam to the government in January of this year but was denied help: 
‘Lazada job offering scam / Pay to earn commission scam 

Published by National Bureau of Investigation (NBD on Jan. 10, 2024. 

Requested from NBI by J. Barnachea at 08:46 PM on Jan. 10, 2024. 


Purpose: To report the scammer and do something to stop this before many Filipino citizens will be 
victims. 


Date of Coverage: 01/07/2024 - 01/10/2024 
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Tracking no: #NBI-024157591405 


I would like to ask for your assistance on tracing the scammers using Telegram to scam people. They ask 
for an amount telling that they will pay commission for product boosting from Lazada. You will need to 
deposit money and they promise to return the money after with commission. However, after a task they 
give another task and ask for more money. They do not want to return the money deposited to them even 
if I said that I want to stop the task and pull out my money. Below telegram account: 


Name: LAZADA receptionist Boonsita pokaew 
Username: https://t.me/LAZADAreceptionist46545 
No.:639284583876.’ 


Sounds familiar. Job scams were apparently the most prevalent form of scams last year, with more than 
4,550 cases reported and at least $91 million lost. This needs to stop. These people have been getting 
away with it for far too long. But the trouble is they keep morphing, changing into different company 
names, different phone numbers, different email addresses, etc., so it is impossible to keep up with them. 


See also this: ‘PETALING JAYA: A scam syndicate offering part-time jobs purportedly with popular e- 
commerce platform Lazada has fleeced its victims of about RM220,000 since February. 


Selangor police commercial crimes investigations department (CCID) head ACP Muhammad Yazid 
Muhammad Yew said today the syndicate claiming to be an agent of Lazada had offered part-time work 
as an “online purchasing agent” through messages sent via the WhatsApp application. 


He said victims were sent a link of a product on Lazada which they are required to purchase and pay for 
directly into a bank account provided by the syndicate and not by the usual process of paying through the 
e-commerce website. 


“The syndicate claimed that the purpose of doing so was to increase the ratings of a product and the 
victim would be reimbursed the payment with a commission of between 8% and 15%. 


The reimbursement and commissions are usually paid to the victims for the first two assignments. 
However, when the third one is given, the payment is deliberately delayed before the syndicate is no 
longer reachable by victims, causing them losses” he said. 


Muhammad Yew said between Feb 6 and today, police have received 23 police reports on the scam with 
losses amounting to almost RM220,000. 


He urged the public to be wary of the scam and not fall victim to the syndicate.’ (Retrieved from: 
https://thesun.my/home_news/cops-warn-of-scam-syndicate-offering-part-time-lazada-jobs-IC7774695 
dated 20/04/21 on 24/03/24.) 


That was 3 years ago, and they are still going. Can’t say it is the same company, that a syndicate was 
involved behind Lazada Market, but it is possible these are all different scammers using the same MO. 
After all, if a system works, then they will use it, and others, seeing their example, will copy it and do the 
same. So, what we have here is the same schematic layout: 


Being approached by a stranger on WhatsApp, Viber, etc., offering a job opportunity. 
Being told that the tasks are relatively simple with instant rewards. 

Being asked to switch to a group chat on WhatsApp. 

Being asked to carry out these simple tasks (e.g. liking a product, etc.). 


PWNPE 
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5. Being paid into a GCash account, providing proof of payment. 
6. Being asked to upgrade to another level with the chance of earning more money. 


It is then when they hit you with the sting, and you are forced to cough up a certain amount with the 
promise you will be reimbursed with a commission on top. You may do this for the first two or three 
times, but after that you get hooked and find temptation gets the better of you, so you proceed with the 
next assignment only to be told it will cost more. As you have previously experienced positive results, 
you are more likely inclined to go for it, and that is when they block you and scarper with your money 
once it goes into their account. You will never see it again. These people are taking advantages of social 
media and e-commerce sites and know how to work them to get the results they want. 


Here somebody breaks down what actually happens with another scam company where he was asked to 
subscribe to YouTube channels: 


‘So, this one is being called as “Telegram Prepaid Scam” or I would like to call it as “Telegram Task 
Scam” 


This is how it works: 
Day 1: 


You will get a text message in WhatsApp from some foreign number asking if you are interested to earn 
money through part-time job. Most of the people will figure out this to be a scam and block, but I wanted 
to know what this is and I continued the conversation. I asked the person what is the job and how do I get 
paid. She gave me 3 tasks, first two to subscribe 2 YouTube channels which I did and the third to 
download Telegram and send “hi” to an ID (referred as Receptionist) which she gives. That’s it. 


To my surprise I was credited with Rs.150 to my UPI ID. REAL MONEY. 
In the meantime, I did research and learnt how this scam works. 
Day 2: 


The receptionist added me to a group in Telegram and the tasks starts from morning 10 am. There were 
30+ people like me to perform tasks. We were given a list of tasks to perform, and we get money for 
every 3 tasks. 


The task was very simple, like the YouTube videos which they send and send them the screenshot of it. 
For every 3 tasks I was given money. 


Task 1-3 : Rs.150 
Task 4-6 : Rs.180 
Yessss... You will be getting real money in your bank account 150+180 = Rs.330. 


The task goes on and everybody in the group gets money, sends screenshots of the money being received 
and all are happy. 


The twist comes in at task 9, where they will ask you to put in Rs.1000 and in return they will send you 
Rs.1200 which is 20% profit, also the promised amount of Rs.240 for Task 7-9. I got alert and started to 
send private message to the group members that this is a scam and to save their money. To my surprise, I 
was removed from the group (I guess the few members of the group who I assumed to be like me were 
scammers themselves). My part in the scam was OVER. 
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Gain: 150+150+180 = Rs.480; Loss: 0 
What happens next? What happens to others? 


All this while, they have been building trust with the victims by giving them money. Trust me, they send 
you money within minutes and this can increase your trust so much. Even after learning about the scam, I 
was tempted think like “why can’t these guys be genuine”. 


The people who decided to put in the money will get back +20% for the first time. This is for the 9th task. 
So, if you give 1000, you get 1200, for 5000 you get 6000. 


The real game starts at Task 12 where you will be asked to invest a minimum of Rs.3000 for a 25% profit. 


Once they get the money from victims, they show them the profit with a website but won’t allow them to 
withdraw. The scammers ask more money for withdrawing money in the name of tax and charges. The 
poor victims in the hope to get the money back invest more and more and end up with nothing. 


I learnt this from research that these scammers use pump and dump strategy on illiquid crypto currencies 
and make big money. The scammers are the initial investors of the crypto and the victims’ money are used 
to pump up the price. They sell it on high price, making huge profit, while the victims end up losing all 
their money. 


Conclusion: 


Making money isn’t this easy. Beware of easy money schemes. Don’t throw good money after bad 
money, you end up with nothing.’ (Retrieved from: https://www.linkedin.com/pulse/telegram-scam-alert- 
mokesh-u on 24/03/24.) 


So, going by this guy’s example, some of the group members were plants, part of the scam. That is why 
they removed him from the group, because he was not only alerting those he thought were genuine taskers 
like himself, but also the scammers pretending to be taskers. I was tempted during my chat to tell 
everyone in the group this was a scam. But I knew if I did so I would be immediately removed from the 
group and my message would be instantly deleted before anyone could read it. I continued with the 
charade, like this guy, hoping it was not a scam, thinking all along ‘Why can’t this be genuine?’ And I was 
thoroughly enjoying it. There was no real pressure as long as you got on and did the tasks. But the crunch 
came of course towards the end when they ask you to switch. Being aware of the ‘upgrade scam’ I was 
reluctant to do so. I knew full well what the next stage involved. I stuck to my guns and refused to budge. 


Here is someone else’s experience. It was sent to the Consumer Complaints Court and has the familiar 
scenario. The complaint is entitled ‘Telegram Part-time Job Scam’ and dated February 21, 2023. It is too 
long to include here. (You can read the full complaint here: 


https://consumercomplaintscourt.com/telegram-part-time-job-scam-2/?trk=article-ssr-frontend- 
pulse_little-text-block.) 


Basically, he got roped into doing different tasks and had to pay upfront to get commission. It got to the 
point where he had to borrow from friends because he couldn’t afford to pay for the next task as they kept 
putting the amount up each time. He lost a lot of money. His complaint ends with: ‘I request you stop 
such scams to happen. Such scams are happening mostly on Telegram channel and those needs to be 
stopped. As these people are doing fraud with lots of people and everyday so many people are losing their 
money in such scams.’ We hope he learnt his lesson. Let’s hope others do too. 
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As mentioned above, if you search “Telegram’ and ‘Receptionist’ in Google you will find loads of similar 
stories, like this one: 


https://www.reddit.com/r/Scams/comments/1715z2q/telegram_job scam please be aware and share yo 
ur/ 


A commentator added: ‘That is a classic task scam. They lure you in with easy tasks that often actually 
pay out small sums of money, but then to continue you need to give them money. You most likely won’t 
get that money back and I’d strongly advise to not give them any more money. Also don’t trust anyone 
who messages you claiming they can get your money back, they are also scammers.’ 


We found another comment elsewhere about Task Scams: ‘This is a task scam. Any money you have 
given the scammers is gone. Anyone who says they can recover your money is a recovery scammer just 
trying to scam more money from you. Block and ignore the scammer. Your money is gone, learn from it, 
you are not the first and won’t be the last to be scammed.’ Exactly, and that is why I am publishing this, to 
help raise more awareness of Task Scams. 


Another commentator added: ‘I lost 6k+ to this kind of scam and that was my first time, last year. I cried 
so much and begging them to give the money back because I just loaned it, hoping they will feel sorry for 
me. Now I learned my lesson. Every time that an unknown people chatting me about a part-time, I will 
accept their trial task and then got P100-200 commission. And when they ask for a deposit, I will tell 
them I don’t have enough cash to deposit. Then they will block me. As of now I am doing a trial part-time 
job, this one needs a like for Lazada item and 1 task is equivalent of P40. I just started yesterday and got a 
total of P870. With this I feel like I can get the money that I lost even if it’s just for small amount. They 
scam me, Ill scam them.’ Exactly. We need to out-scam the scammers and drive them out of business. 


So never hand over any money. If you do you won’t be able to get it back because the account you give 
the money to is just a laundering account for the scammer’s account. 


You could do what this guy did: ‘I scammed the scammer! Usually, they will pay you back on the first 
and second investment task. So, I know they can get too busy with all the verifying. I edited the GCash 
receipts to still get rewards. When they finally realized, she was so mad! HAHA The Scammer got 
Scammed!’ Good for you, mate. As I said, we need to out-scam the scammers. 


‘It happened to me just a few days ago. You can never withdraw your funds even if you complete the 
tasks. They can change the amount in the hashcrypto.vip account. They will tell you that you need to 
deposit 40% of your balance to have a VIP channel withdrawal account. Only this method can let you 
withdraw your funds. That’s when I have confirmed it was a scam. Money gone 300k. I suggest you 
report all the bank account, GCash number given to you to deposit money. Go to the nearest police station 
to report the case.’ But the police cannot do much and tend to be useless in recovering the money or 
capturing the people involved. The best this is not to deposit any amount with them as you don’t know 
where it is going, and there is no proof you will get it back. 


‘I just felt that I had the responsibility to raise awareness on a scam that’s been going-on on Viber, 
Telegram, WhatsApp. 
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Whoever has a huge following on Facebook, I allow u to post this on Facebook to raise awareness. 
Whoever works or has connection on telecoms (Globe, Smart, DITO), fintech (like GCash), please raise 
this internally. 


I am worried a lot of Filipinos have been scammed today. We need a combined effort so we can take these 
scammers down. 


Here’s what I experienced. 


First, I received a message on Viber that she’s a recruiter from Mercer PH. Her name is Hazel Garcia. I 
looked up on LinkedIn but I couldn’t see a profile that’s a recruiter named Hazel Garcia. So I knew this 
was a scam. 


Okay, I went with the flow just to know their modus. 


Here’s what she asked me to do (verbatim): “We cooperate with Google merchants and they are willing to 
pay you to increase their visibility. Please all you need to do is simple to comment or rate our Google 
merchants and we will pay you php 1000-3000per day.” 


So my first thought was “Oh, full-time job where I have been working so hard but pays me lower than 
that.” 


Then she asked me to do sample tasks. She asked me to click this link (legit link of a Google map 
location of Savoy Hotel Manila) or I can go to Google Maps and rate the hotel five-star and leave a 
positive review. After that, send 100 GCash. 


I did it and surprisingly she sent me 100 pesos. 
I thought “Whoah, seems legit.” But I remained cautious. 


The next thing she asked me to do was send a message with this invitation code “SF82613” on Telegram 
this account “@wendy86869 [the receptionist].” 


Which I did. Wendy asked for a GCash account. I did give her. She asked for my name and what my job 
was. I gave her my name and told her my job was “associate.” 


So, after I messaged Wendy, she added me to a Telegram group where they will send the tasks (same task 
that Hazel on Viber gave me). 3 tasks for P50 each task. Basically, they will pay us 150 if we completed 
the 3 tasks. 


I completed 3 tasks and they sent P150 to my GCash. Seems legit. 

So, another batch of tasks were given. And they sent another 150. Muntik na talaga ako nakapagdraft ng 
resignation letter HAHAHAHAAHAH charot. I remained cautious though. I told myself pag ito naghingi 
ng pera, scam! 


So, I have received a total of 450 pesos from them na. 


Now another batch of tasks was given and that includes this specific task (in verbatim): 
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“TASK 06 Cooperate with the GATE exchange platform, (GATE is a trustworthy, safe, stable, and 
reputable blockchain asset trading platform) to help digital currency platforms increase traffic to increase 
the value of digital currencies in the market (This task earns 20%) 


Task: A. 1,000 PHP upfront, complete task 06 for 04, 05, 06 salaries = 1,350 PHP 
Task: B. 3,000 PHP upfront, complete task 06 for 04, 05, 06 salaries = 3,750 PHP 
Task: C. 5,000 PHP upfront, complete task 06 to get 04, 05, 06 salaries = 6,150 PHP 


The task is free to choose, choose the task you want to do; 


Please contact your receptionist to complete this task and he or she will explain how to complete the task 
06.” 


AND I TOLD MYSELF BOOOM HERE’S THE SCAM!!! 


I told the receptionist I don’t have 1k now and that they are a scam. HAAHAHA she kicked me out of the 
group chat. 


If ever u get contacted by them, you may get their money. gatasan natin sila BUT DO NOT GIVE 


https://www.reddit.com/r/phcareers/comments/162g]mz/scam_awareness_google reviews_on_telegram_a 
nd/. Note, I have corrected the typos.) 


Someone else commented: ‘I want to share this, I just got scammed by this. I really don’t know what 
happened. I was blinded for the easy money. I lost a total of 65,000php. I hope this gets more visibility. I 
don’t want other people to experience what I had been through.’ 65K is nearly a thousand pounds. That is 
a lot of money, but this example proves that scammers rely on people’s greed. After all, it sounds easy 
making a few quid by clicking on a link and liking a product and getting paid 50 PHP for 1 minute’s 
work. This is just to lure you in. They will lead you up the garden path, take you to the threshold, hold 
your hand and pull you in, till you get sucked in so deep, you end up losing thousands and wonder what 
the hell happened. Not only will you lose your money, but you will also lose your trust and faith in 
humanity as well. There are too many scammers out there. I’m getting fed up with it. This needs to STOP. 


‘Currently doing this now also to regain back a little bit what I lost. To add to discussion - the formula is 
seemingly the same. 


Level 1: RECRUITER Bait Message on WhatsApp / Viber, 1 trial review = P100 to P200 to try it out 


Level 2: RECEPTIONIST move to Telegram with your referral code. You’ll get added to a group with a 
lot of fake users perpetrating the same photoshopped info. Trial tasks on your first day. Wala pang 
“prepaid task” which is the heart of the scam. Potential earnings P500 +/- (P50 per review). Fun fact: you 
can recycle reviews and screenshots - they don’t even notice. 


Level 3: MANAGER - this is usually on day 2 when ur hooked the manager comes in with your prepaid 
task. Tasks 1 to 12 to get ur money back. P1,000 for the beginner. Around Task 6 to 8 is when the prepaid 
stuff starts. This is where it gets bad cuz they won’t tell you that it is 2 to 5 tasks at escalating amounts. 
You usually get your P1000 (newbie prepaid task) back kasi they want you to think its legit. 
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I usually play along until I get the bank account or GCash number of the recipient and when I have it I 
report to GCash. I also use a different phone and try to log into that scammers GCash account by request- 
ing their OTP many times resetting their pin code. It does nothing except to be annoying haha. 


After I get my P100 to P700 I clear the contents of the chats, block the people, exit the group. 
Then wait for level 1 and start again! Repeat 100 more times to get money back. Hu hu. Lesson learned.’ 


Here’s someone else out-scamming the scammers: ‘I’m so lucky that my number has been in rotation with 
these scammers. I’ve been earning 300 to 1,000 pesos from each. When they start the real scam and stop 
sending me money, I send them a screenshot of my account (censored details) to persuade them that I’m 
“investing”, but I needed the last bit of 50-120 pesos from them to start. Sometimes they get pressured 
and send me the money, ha ha.’ Good for you, mate. 


Here’s someone who has learnt his lesson: ‘I was scammed. I’m just an average student who don’t have 
an income yet. It was a first time dealing with this, so I thought they are legit. I sent 5k for task 12 coz 
that’s the only allowance I have for the whole November.’ He never got his money back and is now out of 
pocket. 


Here’s someone else’s story: ‘Please be very careful with new Telegram scam pattern. 


So, this happened on Jan 27, 2023. Someone messaged my wife in WhatsApp saying “are you interested 
for part time job?” - that didn’t look suspicious. She replied, they asked to like YouTube videos. She did 
and for payment, they asked to join Telegram and message “Receptionist Lucy” with a “code”. 


This code is unique identifier for the person. After messaging, they sent Rs. 300 and added to some group 
where people are posting screenshots of payment. In between liking YouTube videos, they said there are 
prepaid tasks where you need to send money to a bank account and you will get profit. She did for 3 times 
and they gave back the money. So, the trust was built. 


Jan 28, 2023 


They come online at 9 AM every day and offline at 8 PM like an employee. This time they asked to send 
3k, 20k, 65k and 85k. Before sending 20k she gave up they said you’ll lose 3k. So, she sent all the money. 
In the 4th task, they asked 5 lakhs then we realised it’s fraud. 


We filed the cyber complaint very next day. Luckily the account has money and it’s freezed [frozen]. We 
are in process of recovering it. 


Please be careful with these new scams. They are very smart and playing with human emotions.’ 
(Retrieved on 24/03/24 from: 


https://www.reddit.com/r/Ni_Bondha/comments/11cin9j/please_be_very_careful_with_new_telegram_sc 
am/.) 


Exactly, and the main emotion is greed: you want more money, and this is how you get sucked in. 


This one is a Twitter post: ‘They initially messaged in #WhatsApp asking if interested for part-time job. 
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Note: they are using WhatsApp numbers of some innocent people. When we called [them] they don’t 
know anything about the scam. 


Then, they will ask to join Telegram and message @/lucyqqr and they give you a code. 


So, this code is an identifier for you so that even if you message from another #telegram handle, they 
recognise you. Smart huh?’ (Retrieved on 24/03/24 from: 


https://twitter.com/L Sanapalli/status/1627706125113229312?t=EjHzmVzJdOrDwIUilH YeDQ&s=19.) 


Yes, indeed. Rest of this post has still to be uploaded, but see the screenshots in Illustrations, pp. 108-9. 
Here’s a good one: ‘Beware of this Scam on WhatsApp & Telegram! 


Have you ever received WhatsApp messages from an Unknown Sender offering the simplest Job with 
which they say you can earn up to 2000 to 3000 Rupees per day? 


They will say, you only have to Like & Subscribe to a few YouTube Videos or give Star-rating Reviews 
for businesses through Google Maps. They initially offer 160 Rupees (The amount can vary) for rating 3 
businesses on Google Maps or for liking or subscribing to 3 YouTube videos. 


Do they pay you after completing this task? YES, THEY DO! 

The scam happens after you complete two or three steps. 

Can you believe people actually Lost Lakhs of Rupees by falling into this trap?! 
Steps to a Scam 

Step 1 - Friendly Intro 


Someone with a fake name and company will message you on WhatsApp. The person who contacted me 
said the name was Alicia Sharma and she is a Senior Consultant from Cocin Online Company! 


At first, she (or he - who knows!) said they wanted to give me an opportunity to do a freelance part-time 
job and will be sending 3 tasks which are all about giving ratings for Google Designate Merchants. 


She sent a very simple task of rating the merchants on Google Maps and offered 160 Rupees for giving 5- 
star ratings. Once I’ve done this, I sent the screenshots to her as per her instruction. 


Now only my payment is remaining, right? But that’s where the playground changes from WhatsApp to 
Telegram. 


Step 2 - Earning Trust 


She gave me a code to get my payment. But I need to connect with their Cashier/Receptionist on 
Telegram and message this code to this person on Telegram. 


On Telegram the so-called Cashier/Receptionist asks for basic information and bank account details. 
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When we provide this required information, they will credit the promised amount to our account! 


Now this person on Telegram asks me if I want to continue doing further tasks. When I agreed, got 3 
more similar tasks- Easy Task, Fast Money! Got the next 160 Rupees! 


Step 3 - The Scam 
Now comes the twist! Along with free tasks, this person sends some Prepaid Tasks. 


For example, I can pay 1000 and get 1300 in return. If I pay 3000, I get 3900, and for 10,000, I get 
13,000. 


This is where these scammers will rob you. I believe when you pay the smallest amount - 1000 Rupees, 
you receive 1300 rupees back. This builds trust. 


When we think about it, so far they have provided money for free tasks and created a reputation of giving 
high returns for pre-paid tasks. So, obviously, this trust makes you invest more. They added me to a 
Telegram group where I saw multiple people, one after another, posting screenshots of the credited 
payments from these tasks. Most probably these messaging users can be fake! 


When they think you sent a large amount, then you will be kicked out of their contacts, and you will be 
blocked as well as fooled!! 


If you said, you don’t want Pre-Paid Task, they will try to convince you through a few messages and if 
they think you can’t be fooled, they will stop providing you free tasks as well. 


In fact, those free tasks are only provided to build trust and make you think you will get your money back 
with high returns. 


How do you know it’s a scam? 


Their Name and Company Name will be fake. Go to the internet or LinkedIn and see if you can find this 
company or this person. If not, you can be 100% sure that it’s all fake and it’s a scam. 


Who are they Targeting? 

Mostly Job Seekers. 

If you are desperate to get a job, they know the chances are high to get you right into their trap. 

How they got my WhatsApp Number? 

Simple, through LinkedIn, Indeed, Naukri, etc. If you are a job seeker you will certainly go to these plat- 
forms and apply for several opportunities. They may be created an account as an Employer, and they can 


fetch your number easily from it. 


Don’t ever fall for this trap - They are using your situation of unemployment or your wish to make more 
money in this fast-paced world against you. Before you do anything, just do some research, and seek help 
from your family or friends, whom you think can advise you in this scenario. Report this scam and help 
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others to save their hard-earned money.’ (Retrieved from: https://www.linkedin.com/pulse/beware-scam- 
whatsapp-telegram-shon-joy on 24/03/24.) 


See the screenshots in this post. They all follow a similar patter as that given above. As I said, if the 
system works, it will be copied by other scammers, so it will manifest in different ways, through different 
social media. It could be on WhatsApp, Viber, Telegram, etc., but it is all the same. It could be for liking 
products on Lazada, or for videos on YouTube, or rating hotels on Google Maps. Again, it is all the same, 
simple tasks followed by prepaid tasks. And that’s when they hit you with the scam. See below item: 


‘Part-Time Job Scam: Pune Woman Falls For ‘Earn Money By Liking YouTube Video’ Trick, Loses Rs 24 
Lakh 


The victim received a message for part-time job opportunity on her messaging app. She was lured into the 
scam on the pretext of earning extra money by performing online tasks. 


Pune: Scammers are constantly evolving their tactics to defraud online users of their money. And recently 
a new job scam is spreading on social media where the scammers are sliding into people’s DMs and feeds 
and are promising easy part-time work and extra cash. 


Similar was the case with a woman ophthalmologist from Maharashtra’s Pune, who fell victim to such a 
scam and lost Rs. 24 lakh. The victim was given a simple task of liking YouTube videos where she was 
promised valuable returns. 


The trap 


According to reports, the woman received a message which detailed a work-from-home opportunity and 
in order to attain more details regarding the job, the victim contacted the person and later applied for 
employment. 


All she needed to do was perform simple tasks like clicking the “like” button on YouTube videos. 
Believing the alleged scammers, the woman applied for the job. She was reportedly paid Rs. 10,275 for 
completing her tasks in the beginning. 


After gaining the victim’s trust, they offered her prepaid tasks and promised more money if she invested 
in their cryptocurrency scheme. 


She transferred Rs. 23.83 lakh to two bank accounts between March 28 and April 22. Later, when the 
woman decided to withdraw the amount, the scammers asked for an additional Rs. 30 lakh. 


However, when she refused to pay, she couldn’t contact them. 
Similar incident 


A similar incident was reported in Pune, where a young engineer lost around Rs.9 Lakhs between April 14 
and 20. The complainant had received a message on April 12, offering a part-time job offering Rs.5000 a 
day for liking videos and earning Rs 50 per like. 


He was instructed to invest in prepaid tasks where he could earn 30 percent of profit. Upon following 
their instructions, the engineer earned Rs. 500 within a few hours. 
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Believing them, the engineer transferred Rs 12,000 to a UPI ID provided to him. He earned Rs16,000. 
The complainant then sent Rs5 lakh through three transactions on April 14. 


However, online scammers closed the group and informed him to send more money if he needs his money 
back. According to the police report the victim joined a new group on April 19 and transferred Rs3.96 
lakh through seven transactions on April 20. In total, he lost Rs 8.96 lakh to the scammers. 


Last month, a woman in Gurgaon was cheated of nearly Rs 11 lakh by fraudsters on the pretext of hitting 
likes for YouTube videos. 


Earlier this year, daughter of a Lucknow-based businessman was duped of Rs 27 lakh by cyber fraudsters 
who promised handsome returns on investment in digital marketing. The woman was approached through 
WhatsApp and offered her a job in which she had to ‘like’ YouTube videos. 


In all the cases, there were a number of similarities, where the victims were connected through social 
media platforms and the messages were received through WhatsApp, Instagram or Telegram and were 
sent YouTube links to like in exchange for money. Once the victims have received the money the victims 
began to trust the scammers and invested more money in other tasks. 


How to prevent such yourself from scammers ? 


Today, most scammers lure their victims through social media. If you get a text or call offering a work 
opportunity to earn extra money, first research the company before applying. 


Be cautious about giving out personal information such as identity cards or bank account numbers. 


Do not accept or transfer money as legitimate employers will never ask you to send money for a job.’ 
(Retrieved from: https://www.india.com/maharashtra/part-time-job-scam-pune-ophthalmologist-woman- 
loses-rs-24-lakh-by-liking-youtube-videos-falls-for-earn-money-by-liking-youtube-video-trick- 
6017770/?trk=article-ssr-frontend-pulse_little-text-block on 24/03/24.) 


As above, all these scams have similarities as they are all based on the same structure. It is a system that 
works and is open to adaption, so it can be applied to any social media for whatever purpose, with the 
ultimate aim of defrauding people of their cash, thinking they are investing for better returns. Instead, the 
money disappears, as do the scammers. 


‘Beware! This Fake YouTube Likes Scam Circulating on WhatsApp Can Steal Your Money (January 24, 
2023) 


Anew scam has been circulating in WhatsApp in the name of Fake YouTube Likes. Beware not to fall for 
the same. 


HIGHLIGHTS 


New scam has been popular among WhatsApp users. 
They would offer money for each like on YouTube. 
At the end, they will steal your bank details. 


The COVID-19 outbreak has made many companies lay off employees to reduce costs. Being the most 
populated country in the world, many unemployed people often fall for scams. Many such scams often 
happen through WhatsApp. There are many lobbies behind these scams to exploit the poverty of jobless 
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people. A new WhatsApp scam has been popular in India. Often there have been instances where even 
educated people also fall for these scams. Once you fall for this, you might lose all your bank balances. 
The new scam is where certain people approach and offer payments for YouTube likes. 


YouTube Likes Scams on WhatsApp 


In the new scam, users are being offered an opportunity to gain additional income by liking YouTube 
videos. They will convince the user that they would offer Rs 50 per like, and one can gain additional 
income of up to 5000 per day. Most will fall for the same, thinking they don’t have to incur additional 
expenses. The original fake likes are generated after creating bots, not using users like you. Even though 
these types of scams are prevalent in WhatsApp, they even use other platforms like LinkedIn and 
Facebook for the same. The scammers often represent like they’re associated with a global brand.’ (Re- 
trieved from: https://www.mysmartprice.com/gear/beware-this-fake-youtube-likes-scam-circulating-on- 
whatsapp-can-steal-your-money/?trk=article-ssr-frontend-pulse_little-text-block on 24/03/24. Note this is 
only half of the article, too long to include here, but worth reading if you have time.) 


See also https://www.youtube.com/watch?v=9P8YxsDwX _c. 


Here’s the basic steps of the WhatsApp to Telegram fraud. It is little different form the above and I’m sure 
if I had proceeded into the VIP group I would have been persuaded to invest more and more money: 


‘Modus Operandi: From WhatsApp to Telegram To Crypto Platform 


The Telegram scam unfolds across multiple layers, beginning with a seemingly innocent WhatsApp 
message from an unidentified contact inquiring if you’re seeking a part-time work-from-home opport- 
unity. An exciting proposal follows: participants are enticed to like videos and subscribe to YouTube 
channels, promising rewards ranging from 2150 to 2250 per task. 


The conversation is artfully shifted to the Telegram platform, where a ‘receptionist’ awaits. Victims are 
assigned tasks which is usually liking videos on YouTube or follow accounts on Instagram. 


The victims are promptly rewarded, mirroring video games. This enables a certain level of trust, and this 
continues for two days. The entire scenario adopts a gamified facade. 


The real twist unfolds on the third day, as the ‘receptionist’ guides the victim towards the ‘next stage’ — 
investment in cryptocurrency. The amount of money one is told to invest is also fixed, and categorised 
into levels, beginning in the ranges of =1000, and graduating to higher denominations that climb at no 
particular order. 


The “invested” funds and their purported returns are tracked on a seemingly legitimate, albeit usually 
counterfeit, website, but gives added legitimacy to the investors. The “investment” itself is deceptively 
simple, involving the transfer of money to a specific UPI ID with the “invested” funds swiftly material- 
ising on the fraudulent website. The victim is made to join different Telegram groups as he progresses up 
the ladder by “investing” more and more money. These groups typically consist of multiple members of 
the scamsters’ gang who pretend to be other investors to gain the victim’s trust. Daily “gains” are 
enthusiastically announced, contributing to the overall legitimacy of the elaborate scheme. 


This continues till the victim demands to withdraw the money. They are told that they cannot withdraw 
the money until they invest a much larger amount as withdrawal charge. Once the money is paid, they are 
asked to complete more tasks to make the withdrawals. This is typically the point where the victim 
realises that he is scammed and approaches the cops. The Telegram ID of the “receptionist”, who co- 
ordinated with the victim, disappears by this point or becomes unresponsive. 
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In a strikingly similar narrative, 28-year-old Rizwan shares his ordeal, profoundly shaken by the audacity 
of these scamsters. “I had earmarked that money for an entirely different purpose,” he recounts with 
palpable frustration. “I begged them but they did not respond. It was only when I resorted to threatening 
about involving the police that I managed to elicit any response. They are scamming people confidently 
without any fear of consequences. They are always professional when you reach out to them. I got a 
message from them even a couple of days ago asking me to do another task,” says the techie from Surat. 


Despite losing approximately ~25,000, Rizwan opted against pursuing a legal case. “It seemed like a 
relatively small sum, however, the true cost of the entire ordeal was the toll it took on my mental well- 
being,” he candidly confesses.’ (Retrieved from: https://newschecker.in/scam-watch/fraud-terror-and-trail- 
of-death-the-telegram-task-scam-spreading-fast-in-india/ on 24/03/24). 


From this it appears that these types of task scams started in India before moving to Southeast Asia and 
are probably slowly making their way to the West, if not already there by now. It’s a global phenomenon. 


Here’s a schematic of the scam: 


Telegram Task Scam: (W) 
Modus Operandi 


Transition to 
Telegram 


Message from 
unknown sender 


Initial smalt 
payments to 
establish trust 


Or 
vay asa @& 


vo 
vo 
The investment 
amount escalates Enticed to 
Withdrawal gradually invest in a 
limitations impose cryptocurrency 


platform 


Here’s someone else’s experience of the Telegram scam: ‘Scammer thru Telegram. This platform called 
Neo Reach where has 22 missions. 17 basic mission which you need to follow and like the link from 
TikTok that they provide thru Telegram get 30 pesos per like and follow then the 5 remaining are prepaid 
merchant tasks that need to order and placed money to get commission. When I’m already in 4th prepaid 
task and transfer 5k then the receptionist told me that there’s a 2 phases order to get my commission so I 
need to add (transfer) 9k for me to get 5k+1500+9k+3600 total of 19,100 and that is the costs what I 
suppose to get after the 9k and I make sure that this is the last order before I transfer 9k and he said 
YES!! Then to make it short, I transferred 9k to the receptionist for me to get all my funds with commiss- 
ion. But these tutor/mentor there’s a last order for me so called 3rd PHASE ORDER that I need to 
complete to get my money back with commission and asking me 36k which I do not have. So, at the end 
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of the day I realized that I already [had been] scammed by them. I tried to please receptionist to cancel the 
order for me and refund my money even without commissions, but the receptionist told me that if I can’t 
able to process the last order my account will be freeze [frozen] permanently and there’s no way for me to 
get my money. I am crying so hard. So, the best way I can do right now is move on and don’t allow your- 
self to go back on that situation ever again. I learned so many things for what happened.’ (Retrieved from: 
https://web.facebook.com/groups/307365260505561/posts/1073076587267754/?_ rdc=1& rdr.) 


Here's another example of a Telegram scam: ‘Like me, you might’ve received plenty of spam messages in 
the past. I’m specifically talking about the ones that say something like “I have a job offer for you”, 
followed up with some ludicrous amount of money you can earn (think RM1,000 per day). 


And like me, you might’ve usually ignored and blocked those spammers. 


Recently, however, I learnt of someone who had participated in one of these “scams” that got you to 
complete tasks for money. Seeing how it operated piqued my curiosity, so, when a Hannah from HR 
Recruitment in a digital marketing company reached out to me, I was thrilled. 


She asked, “My company is hiring online part-time employees. Our work is simple and free. Can I send 
you the job details?” 


The job, she said, is to help major YouTubers and businesses grow their followings. All I had to do was 
subscribe to the given channels and send a screenshot. 


“You will instantly get a reward of RM10 per task,” Hannah dangled the proverbial carrot in front of me. 
“For a day you can make up to RM1,500 to RM2,000.” 


Jumping on this illustrious and oh-so-lucrative opportunity, I replied, “Hi, yes. What do you need from 
me?” 


Getting initiated 


“To understand how we work, I will give you two channels to subscribe to, once you complete you will 
get paid RM30 immediately,” Hannah started. 


She went on to explain that once completed, I will be added to a daily task group, where I will be given 
more tasks. I would be able to earn RM1,000 to RM2,000 per day, Hannah shared. (Yes, the estimated 
profits had changed slightly, but who was I to question her?) 


After agreeing to these terms, Hannah gave me two tasks. 


“Task 1: Open the YouTube APP and search for [Taylor Bell], click to subscribe, and take a screenshot to 
me after the subscription is succecessful.” (Yes, succecessful.) 


“Task 2: Open the YouTube APP and search for [Street Foodie], click Subscribe, and take a screenshot to 
me after the subscription is successful.” 


Looking up both these channels, I was surprised to find they were both quite legit. 


I doubt that either of these channels actually paid to get subscribers—it might have been randomly 
selected by the scammers to secure its apparent legitimacy. 


After sharing the screenshots, Hannah congratulated me and reiterated, “In order to process your pay- 
ment, we would like to add you into our task group which you can earn RM1,800 to RM2,000 per day.” 
Hm. The figures changed again. 
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To join the task group, I was given a referral code and a link to a Telegram account with the username 
Miya_99. 


While waiting, I sent my bank account number as requested to Hannah. She told me that I would be 
getting my first payment of RM30 in five minutes’ time. 


In reality, I got it more in like 15 minutes. But it was real money in my real account. 
“Good luck!” Hannah said as she sent me away on my journey. “Do more task [sic] and earn well!” 


It sounded more like a warning, than a blessing, like when Effie Trinket said “may the odds be ever in 
your favour” in The Hunger Games. 


Well, like Katniss, I had volunteered to be a tribute, and I shall see this to its bitter end. 
Into the mainframe 


“Hello, I am Receptionist Miya, nice to meet you!” the Telegram account with a pretty woman set as its 
profile picture greeted me upon sending my referral code. 


I was asked to share my full name, gender, age, occupation, location, and WhatsApp number. 


For my own privacy, I lied about my address and jobs, putting instead a random address. My profession? 
A graphic designer. 


Once those details were provided, Miya alerted me that I was “registered into system”. Yet, I wasn’t 
added to any task groups yet. 


To this, Miya explained that the next mission time was the nearest hour, and that she will add me when 
the time comes. 


Sure enough, I was added to a group called “Part-time assignments” with a whopping 263 members. 


Before long, the games began. Messages started piling in rapidly. People were sending their screenshotted 
proofs of subscription, and I began to do the same. Except, I didn’t want to speak up in the group chat, so 
I sent those screenshots to Miya instead. 


We were also asked to number these screenshots with a code, such as T14 or T16, with the “T” meaning 
task. 


After completing some tasks, I began to wonder when the payments would be made. When asked, Miya 
provided me with the following work rules: [screenshot omitted. ] 


Completing each task will earn you RM1 to RM10, terms and conditions applied. What were the terms 
and conditions? I do not know. I’m pretty sure that’s just there for cop-out reasons. 


When your “salary” reaches RM60 to RM200, Miya will be able to submit it to the system for settlement 
to your bank account. 


Most important is this note, though: “Subscription task’s reward will be reduced if you skip merchant 
tasks.” 


Wait. What are merchant tasks? 


The gaslighting begins 
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All the while, as I was subscribing to accounts, screenshotting as proof (then unsubscribing so I didn’t 
clutter my carefully curated subscription list), I wondered when the “scam” would kick in. 


I even started to think, was this “job” a legit one, after all? 
Little did I know, my naive little bubble was soon going to burst. 


At 5PM, the merchant task finally dropped, and as I read through the instructions, I realised this was it. 
This was the scam. 


The merchant task was all about getting you to transfer a certain amount to a bank account to get more 
money in return. 


For example, pay RM1,000, and you’ll get RM1,300 in return. This went all the way up to RM10,000, 
where you’ll get RM13,000 in return. 


“The quota is limited, first come, first served, everyone seize the opportunity,” the admin said. 
Immediately, messages began to flood in. 
“Yes! The more you apply, the more you get!” Herdis said. 


Carlyle announced, “I am ready to complete the application quota of RM2,000. I hope the application can 
be successful.” 


“Tt’s the last chance of the day to earn more money; I want to earn more so I can give my family a happy 
life,” Sorin woefully shared. 


Siti added, “I have nothing to do with my children at home every day. Fortunately, I came across this job. 
Now I earn more than my husband.” 


My God, just how many of these accounts were bots? 


People (or bots) were also sending in screenshots of transfers made. Funnily enough, most of these 
transfers were made to different account numbers. 


When asked about the reason for this task, the admin shared that this was to help a client ramp up their 
transaction activity. 


“You can rest assured that the company has prepared compensation agreements for all mentees,” they 
said. “If your income is affected because of us during the task, you can ask your receptionist for 
compensation according to the compensation agreement.” 


First of all, what agreement? Second of all... what agreement? 


The admin later reminded that those who don’t participate in the merchant salary will have their tasks’ 
salaries reduced to RM5 to RM1 per task. 


Sick of all the messages, I decided to call it a day. Or a lifetime, really. 
At 10:52PM, my phone chimed with a message from Miya. 


“Good night. Dreams are the best part of life. If you miss sleep, you miss the best part of life,” she said. 
Then, “Our working hours: 10:00 — 22:00.” 


Sweet dreams, Miya. 
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How can I get in on this? 
The next day, I got another message on WhatsApp. 


“Hello! I’m Nur, the HR Recruiter at Team Lewis, I got your phone number from Linked-In that you are 
looking for a job.” 


Contrary to Nur’s belief, I wasn’t actually looking for a job. Yet, she continued to message me the 
following day, to which I finally replied, “Hi Nur, If I have a YouTube account I want to grow, can I work 
with you for this service?” 


To which Nur said, yes. But she lied, because she continued to say that she has two test tasks for me. 


“No, I don’t want to get paid,” I clarified. “I’m asking: can I pay others to subscribe to my channel 
through you?” 


To this, Nur said that I would have to do her job first before we can discuss mine. 
No deal, Nur. 


Yet, I decided to send her one last message asking how I can get her job as a recruiter. The message 
stopped sending. I tried messaging Hannah. It didn’t deliver either. 


Interestingly, all my messages to these numbers stop delivering after a date, so I assume these numbers 
have a certain time limit. 


Stay safe, folks 


Going into this with an ulterior motive made this whole experience really interesting. It felt like I was 
playing some kind of simulator game. 


At one point, I asked Miya: “Does that mean I have to fulfil every task to get the payment?” 


This did not sit well with the receptionist, who replied, “Where did any rule say have to fulfil every task? 
Did you read them all?” 


A people pleaser at heart, I quickly apologised, “Sorry, I misunderstood.” 


In other news, Miya has since changed her name to Chloe, and instead of being a “receptionist”, she’s 
now called “customer service”. 


“Chloe, what happened to Miya?” I asked. “I want to ask her something.” 
A few minutes passed. I waited with bated breath. 

Then, Chloe began typing. Pause. Typing. 

“She has resigned.” 


Oh, never mind that. I asked Chloe, “How can I get a job as a receptionist?” Surely, if Miya resigned, 
they’d need to fill some roles, right? 


To that, Chloe shared that there are no job openings at the moment. 
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While this has been a fun experience for myself, I wonder how many unfortunate souls have been 
scammed by this. Maybe I should’ve said something in the group chat and warned others. Maybe they 
would’ve kicked me out, but so what? 


Sadly, the admins dissolved the group chats a few days later (or kicked me out, I can’t tell). Upon request, 
though, I was added to a new group—Part-time assignments (514). Beyond that, nothing has changed. 


In any case, may this article be a warning to anyone who might encounter these “opportunities”. If it’s too 
good to be true, it’s probably fake. 


But, hey, I’m RM30 richer for it, so who am I to say that?’ (Retrieved on 24/03/24 from: 
https://vulcanpost.com/826866/telegram-task-scams-malaysia-experience-opinion/.) 


I like this guy’s sense of humour. And he was fortunate, unlike some who have lost thousands. 


Here’s another which again suggests these people are Indian or operate from India: ‘Do you know about 
prepaid task means you heard about these things. I am a user of that once time suddenly a message came 
on my WhatsApp from another country, the number starts from (+1), (+47) etc. Means they were using a 
paid app for texting the students. No one can know they are Indians. But actually, they are Indians 
because as a psychology student the way they communicate I can understand. So firstly, they message me 
(hey if you want to earn money by doing part time job, so you have to do only subscribe these 3 or 4 
channel and send me screenshot I will send per screenshot 50 rupees) then as a student you can 
understand I subscribed and sent on that number then he asked give your bank account number. So I sent 
UPI ID after 2 to 3 minutes they send me 150 rupees. Afterwards they joined me on Telegram. And a 
Telegram account name was (sorry now he deleted that account I forget their name) as well as they added 
me on a group that was personal in that group they give the task about 4 subscribe and 1 investment 
message they sent like invest 1000 rupees and night you will get 1800 means you will get 800 rupees 
profit. And it was also big amount in 70000 rupees also to 1 lack also. After completing 4 tasks they send 
money to my bank they always ask to you after completing 4 task that give your bank account details. 
And they will send you money. They always sent from different numbers means upi to me. After 950 
rupees they removed from their personal group and they personally messaged me that you are not 
investing money in the group so you are fired from group. I said, “Man, I am not understanding that what 
you are written, can you speak in Hindi.” They always talk only in English language not other languages 
that everyone will understand that they are from foreign countries this will real, but no it is fake. Because 
I have that chats, I will attach them but not if you will get this kind of message on WhatsApp or anywhere 
just report or block them. You don't have to give them your UPI because it can be also possible that you 
bank account will freeze or close by cyberpolice so it could be risk. I know you will not get trap in their 
matter you will think that I will earn minimum 500 or 600 then I will block them. So, stop thinking you 
are fool, it will increase the chance to freeze your bank. I know now my bank is not freeze but it is 
possible that it will happen. After 4 or 5 months gone then understand you are in safe that your account is 
not ban. Do not do these mistakes.’ (Retrieved on 24/03/24 from: https://www.quora.com/What-is- 
Telegram-prepaid-task-scam.) 


A commentator replied to the above: ‘I get these messages for sure every month and till now I have 
earned around 10k+ from them, by scamming these scamsters. Firstly, I show them that I am very excited 
about the job and once they send me 150rs I show them more excitement. After that, they add me to their 
Telegram group and I act like a noob and asked a lot of questions and also showed them that I had a lot of 
money to invest, then comes the prepaid task. They called it merchant tasks and they have plans like A B 
C D etc. A plan is for one time (it can be 1000 or 1100) we have to pay 1k to them and they share a link to 
a fake crypto app and tell us to buy bitcoin for 60 seconds by investing your 1000 amount, you don’t have 
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to show them you are concern about your money, once they notice this they will take your money. They 
will refund 1300 or 1400 from your 1000 investment. 


After this you will again start with normal tasks like liking videos, subscribing etc. Then you will again 
have a prepaid task and this time the minimum deposit amount is 3000+ once you pay you have to join a 
different group on Telegram where 3—4 members are there, they call it a group task and all other members 
in the group are their people to gain your trust but they act like a participant, once the 3000rs prepaid task 
is done they don’t refund the amount they will tell you merchant has given another task and you have 
again pay (amount should vary like 1000-3000) so you invest around 6000+. this task is only designed to 
see how much you can pay, if you ask for your money in the first task when you pay 3000 then money 
will never come but if you pay them again and gain their trust that you can pay more, then they will 
refund your amount with profit. This is where I always exit but I know what will happen after that. 


After prepaid task 2 is completed and you make a profit of around 2k—3k, you will start doing normal 
tasks and here again, come prepaid task and this time the amount will be a minimum of 5000+ and you 
completed this task they don’t refund and ask to tell you there is another merchant task you have to 
complete it or you will lose your money, second task amount will be again 5000+ or something like that if 
you pay it without showing them that it is a big amount for you then they will refund it but if you show 
them that you want your money back they will never gonna give it back. 


They will test you by asking a big amount that how much you can pay if once you ask for your money 
back, they will fly. So, in the end, I always play till the second merchant task, although it’s very risky 
because you never know if they will give your money back or not, so I take risks and earn several times.’ 
Good to know that. It demonstrates how the scammers work, escalating the prepaid tasks each time; the 
amount increases, as does the risk of losing your money. If you know what you are doing, you can out- 
scam the scammers, as this guy did. 


The ‘Assistant,’ an AI bot, explains the process, how the above works: “The Telegram prepaid task scam 
is a type of scam that targets job-seekers and individuals looking for work. It involves tricking victims 
into paying for a fake job opportunity on Telegram, a messaging app. The scammers typically contact the 
victims through platforms like WhatsApp or Telegram, posing as recruiters or representatives of com- 
panies. They offer work-from-home opportunities that involve completing simple tasks in exchange for 
payment. However, the scam unfolds in several steps: 


Friendly Intro: The scammers initiate contact with the victims, often using fake names and company 
affiliations. They present themselves as recruiters or consultants and offer part-time or freelance job 
opportunities. 


Earning Trust: After establishing initial contact, the scammers ask the victims to join a Telegram group 
where they are assigned easy tasks such as liking YouTube videos, rating businesses on Google Maps, or 
subscribing to certain channels. The victims are paid for these tasks to gain their trust. 


The Scam: Once the victims have completed the free tasks and gained trust, the scammers introduce 
prepaid tasks. These tasks require the victims to deposit money with the promise of high returns. For 
example, they may ask the victims to pay a certain amount and promise to return a higher amount in 
exchange. This builds a false sense of trust and encourages the victims to invest more money. 


Disappearance and Loss: After the victims have sent all the money, the scammers disappear, and the 
victims never receive any actual payment. The scammers use fake identities, fake bank accounts, and fake 
company names to make it difficult to track and prosecute them. 
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It is important to note that scammers often use popular brand names and fake identity cards to convince 
victims. They take advantage of the anonymity and group features of Telegram to reach a large audience 
quickly and easily. The scammers create private groups where they add victims and provide fake earning 
proofs to convince them to perform prepaid tasks. They can also delete chat history to prevent victims 
from sharing evidence of the scam. 


To protect yourself from the Telegram prepaid task scam, it is crucial to be cautious when receiving job 
offers or opportunities that seem too good to be true. Research the company and individuals involved and 
verify their authenticity through official channels. Never provide personal or financial information to 
unknown individuals or groups. If you encounter such a scam, report it to the relevant authorities to help 
prevent others from falling victim to it.’ 


Well, I have reported my encounter with Lazada Market. I am also publishing this document as proof that 
these companies exist, that they are fakes, and ultimately that they are scammers. 


Here’s a young lady who responded to the above; ‘“I felt as though I was under hypnosis.” One day prior 
to yesterday afternoon, I was engrossed in domestic tasks when a simple text message appeared on my 
WhatsApp screen. The message was short but had an alluring offer: “Would you like to work from home 
part-time and make some money?” A murmur of financial comfort and newfound affluence accompanied 
the offer. I was wary at first, as anyone would be in the face of the unknown, but then I started to wonder 
who was sending it. Gradually, the initial mistrust gave way to confidence. 


The offer caught my attention as I continued to communicate with that unidentified sender. The request 
was straightforward: all I had to do was to wishlist on an item on http://Flipkart.com. The bait was the 
promise of a %50 reward for each like and add to cart. Three days of planned, coordinated scamming 
ensued, which costed me almost ¢75,000 in losses. 


In the complex world of internet enigma, “I simply followed the flow.” I worked hard that first day, 
following their instructions to the message, and was rewarded with a meagre %650. And a decent amount 
of 211225 on the second day which was only yesterday. 


But the third day, which is today, turned out to be the pivotal moment when they asked me to take a risk 
by investing in cryptocurrencies. I gave up after a brief period of hesitation. They generated a login and 
password for a website they shared with me, called Oasis. I was also included in a group that was being 
guided by named Yonas. When I would send the money, the website would indicate the “amount 
invested” and the extremely high returns that I had received. 


Then they presented me with a daunting request— to deposit %1,11,000. “That was big money,” and I was 
slightly cautious. I voiced my reluctance, telling them I did not want to play anymore and asked to cash 
out. That’s when they said that I could not withdraw the funds (50k) unless I invested more. They said 
that if I backed out or stopped now, I would lose all the profits and the money that I had invested. I had no 
choice but to leave with this great loss. When they realise that the amount you are investing is big for you 
and you are not gonna invest in the next task. They will swoop you and will block you from their fake 
contact. 


However, I am not an isolated case. The infamous Telegram Task Scam, as it is frequently labelled, has 
been running its scheme for several months, duping countless crores from unsuspecting individuals across 
India. Be aware and don’t fall trap of such tasks at all. Block them at once.’ 


Yes, the most sensible thing to do. 
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There are plenty more examples available online. The above have been included here to clarify the MO of 
these scammers. It doesn’t matter how they approach you, if it’s on WhatsApp, Viber, LinkedIn, etc., or 
what tasks they want ask you to perform, they are all the same. Don’t trust any of them or give them any 
money. 


A Proposal 


If you are clever, the best thing to do is to become a ‘Scam-Buster’ by out-scamming the scammers. Scam 
them at their own scam, but make sure you know what you are doing. The examples above are not only 
lessons to be learned, but lessons in how you can out-scam the scammers. Use these examples to get wise 
at their own game. But always be aware of the risks involved. They have more money than you, that’s 
why they can throw around small amounts everywhere. So, we will never be able to deplete them of their 
funds as they are money-laundering all the time, investing their scam money in crypto-currencies, land 
purchases, and other ventures. But if we unite and face up to them, then we may stand a chance. We need 
to be wise to what they’re doing. They will not shy away, however. They’ ll move onto new pastures, find 
more gullible, needy, greedy people to exploit. And it is these people we need to protect. 


See the poster at the end of the Illustrations for a proposal to start a united front against the scammers. 
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Illustrations 


Icons of the major social platforms involved in these scams: 


hah] ¢ Zinky ax 


WhatsApp Telegram Viber Facebook LinkedIn Twitter 


These are all genuine. It doesn’t mean to say the people using them are. Note Twitter is now called X. 


Fake text message from Lazada HR department: 


< 


+63 931 940 1410 > 


Text Message 
Monday 7:52 PM 


| am Lazada Human Resources 
Manager, online recruitment part-time 
team, daily salary: 2000-6000, 
contact Whatsapp: wa.me/ 
639358596138 


Lazada would never contact anyone via text message to offer employment, of any description. 


Lazada Market Group, fake nameplate: 


Lazada Market [JL] 18'f Bur wi 


This is taken from Erica’s WhatsApp page. The name includes 2 unidentified icons (suitcases?), a book 
(2), a trolley, and 2 shopping bags. These symbols are part of the name so they can change them around 
when relaunching the next group posting. It might be ‘Lazada Market 18 C’. This allows for innumerable 
permutations, as the symbols can be placed in various combinations. For example, ‘Lazada Market [book 
suitcase] 18 [suitcase] C [shopping bags trolley]’ or some other permutation. We noted today there was an 
update to the group page. The phone number has been changed to +63 956 681 7415. Therefore, it looks 
like a new group has been created, possibly with a name to like this. Also, another change. See next page. 


101 


Screenshot from group post (taken today on 24/03/24): 


© Lazada canes i 


y aamins can messages 


© ~ Emma James +44 7480 459229 


~ Pena + 
& Photo 


&® (Y Congratulations to the 
Member who upgraded VIP...! 


Youyy 


~ Lazada +63 936 455 4117 


11:24 am 


GLOBE 


WES 


You have received money in GCash! 


Thankyou 11:26 am 
(ee) ~ Emma James +44 7480 459229 


~ Lazada +63 936 455 4117 
& Thankyou 


&® [Y Congratulations to the 
Member who upgraded VIP...! 


YOouvss 11:28 am 7 


Only admins can send messages 


q O 0 


Note that something strange has just occurred. When I opened the group post this moming, I noticed 
there’s been a change in the last entry. If you go back to the script, you will see the penultimate entry 
came from Perlah. After that Emma congratulates her. Here we can see the name is different. It is now 
Lazada, not Perlah, so this suggests that she did not exist, and was part of the set up. This is substantiated 
by the fact it is the same number ‘Perlah’ was using. Everything is the same, even the “Thankyou’ written 
as one word, only now it is ‘~ Lazada.’ Pena might be fake as well. As it is difficult to determine, and I 
don’t wish to implicate her, or be accused of ‘scam-mongering’, I have smudged out her phone number. 
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Another screenshot from group post (taken today on 24/03/24): 


®@ Contact the VIP Admin 


for upgrading Your VIP Level: 
VIP ADMIN >> +44 7424 
136972 (Whatsapp) x 6.47 pm 


Still waiting for next task x 6:48 pm W 


ee ~ Pres John +6 3924 


(a) GCash > now @ 


You have received money in GCash! 


You have received PHP 1495.00 of GCash from 
LE**“*A Z. 09538758208. 


thank you admin. * 6:50 pm 
y 
© ~ Emma James +44 7480 459229 


~PresJ... +6 
& thank you admin. 


& LJ Congratulations to the 
Member who upgraded VIP...! 


YOuse *® 6:51 pm 


Here we have something similar, as in the previous page, a name change. This was one of the phone 
numbers that had no name assigned to it. I designated it ‘Noname 3924.’ Now it belongs to a ‘Pres John.’ 
He paid to join the VIP scheme. And we note now all the ‘Noname’ phone numbers of people who paid to 


join have now been given names that have become apparent over the last day or so. 


Here’s a list of name changes: Noname 1130 = Khuletz, Noname 9281 = Blessica, Noname 4102 = John 


M., Noname 7739 = Shalatiel, Noname 1800 = Mary. 


What does this mean? They had to be assigned names as they are all now part of the VIP group, like Pres 


John. Whether they are genuine or not is debatable. 
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Official Lazada scam alert: 


SECURITY, RISK & 
ENTERPRISE INTELLIGENCE 


DON’T BELIEVE 


fello, excuse me, I'm from the 2 as 
commercial department of Lazada Lazada will only contact users through official 


company! Our company is recruiting channels. Do not click any links sent by suspicious 


Lazada platform brush hand, sources claiming to be Lazada. 
responsible for improving the sales 

of goods to businesses, easy to 

operate, in free time to use the 

mobile phone to complete the work. 

The daily reward is 100rm ~ 300rm. 

If you are interested, please add my 


WhatsApp consultation: REPORT AND BLOCK 


Report and block the sender if the message is 
nad © ® & t=) received through WhatsApp. If received by SMS, 


QIWILETRITIYIU ignore and delete. 


AITS|DIFIGIH 
WARN THOSE AROUND YOU 
U) Be vigilant and remind your family and friends to be 


wary of unsolicited SMS or WhatsApp messages 
pertaining to such scams. 


A FEW TIPS TO HELP YOU AVOID SCAMS 


Y Never click on links from suspicious sources. 


Y Never share your bank account details, OTP or personal information with anyone. 
Y Never conduct transactions through your bank account on behalf of another person. 


Y Remain alert and recognise the signs of scam texts. 


This is the company’s attempt to protect its customers. It is well worth heeding the advice. This should be 
a warning to anyone approached by a scam company like Lazada Market. 
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Official Lazada phishing alert: 


yp Lazada 


Phishing Text Scams 
Media Statement 


Lazada would like to call the public’s attention to recent scams in 
the form of text/SMS messages. These scams attempt to pass 
themselves off as official Lazada communication or impersonate 
Lazada personnel, enticing customers to participate in fake 
promotions or raffles or respond to job opportunities. 


We would like to remind the public that Lazada will never send 
messages via text/SMS, instant messaging or social media apps 
requesting your personal or Lazada account details. Please 
communicate or transact with Lazada, or any of our marketplace 
sellers, and access your account only via the Lazada app, website, 
and official channels. 


Our customers’ security is our top priority. We are also working 
closely with telecommunications partners and local law enforcement 
agencies to discuss, review, and clamp down on these fraudulent 
activities. 


Meanwhile, let us all stay vigilant and continue to flag such 
incidents. Together, we can help maintain a safe and secure online 
shopping experience for all. 
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GCash screenshots: 


Send Load Transfer Bills 


[=] - o 
BE &S® oF & 
Borrow GSave Ginsure Ginvest 
ye, 

cs 6 6tDlUG 

& 

GUife A+ Rewards GForest Cards 


View All Services 


<€ Inbox | 


March 18, 2024 08:45 PM C3 


Mega Deals 


Express Send Notification 


You have received PHP 50.00 of 
GCash from DE***S E. 09536314184 

w/ MSG: . Ref. No, 7016068314525. 

To access your funds, register and 
download GCash now! You can visit 
the GCash Help Center to know more 
about registration. 


Transaction details 


Transfer from 09536305034 to 
Ota FT 


Mar 19, 2024 04:47 PM 


+50.0 < Oo 


0016085995747 (1) 


There are three ways to get a GCash screenshot to show a deposit in your account. The first is the GCash 
homepage which shows the balance. The second is by going into your inbox and clicking on the message. 
It will bring up the express send notification which displays a short message showing a deposit has been 
made. The third is by clicking on transactions and clicking on the transaction. That will bring up the 
details. There is a fourth, which is to simply take a screenshot of the alerts on your phone’s home-screen. 
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More GCash screenshots: 


Transaction details 


Transfer from 09536314184 to 
Ciat "rt 6 


Mar 18, 2024 08:43 PM 


+50.0 


7016068314525 0 


Transaction details 


Transfer from 09536307534 to 
Came Fi 55 


Mar 19, 2024 01:23 PM 


+50.0 


9016081540833 (() 


Transaction details 


Transfer from 09536307582 to 
Caper TS 


Mar 19, 2024 03:23 PM 


+50.0 


8016084122036 


Transaction details 


Transfer from 09536304563 to 
Cm’ Tis 


Mar 19, 2024 12:12 PM 


+50.0 


4016079878333 |) 


Transaction details 


Transfer from 09536434237 to 
Ceies Ts 


Mar 19, 2024 02:13 PM 


+50.0 


6016082643334 O 


Transaction details 


Transfer from 09536305034 to 
OSS PT 


Mar 19, 2024 04:47 PM 


+50.0 


0016085995747 (1) 


These six screenshots show the transactions details for the payments I received from Lazada Market in 
chronological order. Note that each phone number is different, yet they are all supposed to come from the 
same company. Highly suspicious, and I suspect that they are not even real phone numbers. I haven’t tried 
ringing them, but anyone interested can try them if they wish. I very much doubt you will get a response. 


I have smudged out my number for obvious reasons. 


Screenshots from Twitter example: 


23 a= MATE atl tl 42%S 


+91 90334 14133 
last seen Fri 2:22 PM Lal X. 


Friday 


@ Messages and calls are end-to-end encrypted. No one outside of this 
chat, not even WhatsApp, can read or listen to them. Tap to learn more. 


Hi, are you interested in a part-time job where you can 


increase your income in your free time? 10:03 AM 


What's the job 55.5; 5m vy 


Our company specializes in helping companies increase 
exposure by liking specified videos on youtube, posting 
added content, and developing marketing for major 
brands and companies. 

All you need to do is like the YouTube merchant and take 
a screenshot and send it to me, then you will get your 


commission immediately 12-20 PIV 


How much is the commission ,..5; py er 


You don't need to pay any fees, you just need to spend a 
few minutes on your phone and you will get paid at least 
2000-2700 per day for doing it. 13:55'OM 
One task 50 rupees, a day you can earn at least 
2000-2700 rupees, depending on your commitment to 
the job 12:23 PM 


Okay j2-24pm YW 


Okay, now let's start with a test, I will give you 3 tasks 
and you will get 150 rupees when you finish. ODE BRA 


Okay j5-55pm WW 


Task 1 
https://www.youtube.com/watch?v=a9GwWwfv1WVYO 
Search in YOUTUBE, give the video a like, and then take a 
screenshot and send it to me. 
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S- QMO TE ail tl 42%S 


+91 90334 14133 
last seen Fri 2:22 PM ais X. 


£ Techie Bist x Subscribe 


ie 446 ch 


Great, you have completed 3 tasks and can collect 150 
rupees commission, | believe you are already familiar 
with our workflow. 


This is your promo code ASA6402 “ 


33 PM 


Do you have telegram on your phone? 


Noo 45:33pm YW 


Sorry, we can only contact and issue commissions to 


receptionists via telegram. 12:34 PM 


Milinstall itnow 45.34 pm vy 


You have to download telegram and Search for 
@Lucygar and add her as a friend, she will check you out 
and there are more tasks to complete. 1 a4 ERA 
WE NEED TO PAY YOU 

Send your promo code to our receptionist via telegram 
and she will pay you. Thereafter send a screenshot of 
payment to me [S54 PRA 
You can contact the receptionist with any questions and 


she will answer them for you. 12:34 PM 


Rs.150.00 CR on 27-01-23 to Kotak Bank 

ac X5808 by ac linked to mobile X739 
UTR-302716663202. Bal:Rs 168.62. Explore 
kotak.com/PYC to PAY YOUR CONTACT via 
UPI! 


I got the commission 5:02 PM 4 
Sunday 


Hi 40:49am 


seo @ 


This is a good example of the Telegram/Receptionist scam. A shame the tweeter didn’t post the rest of the 
screenshots as it would have been interesting to see how it progressed. 
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Scam-Busters Unite: 


A quick mock-up of a poster I designed for a possible campaign to get rid of the scammers once and for 
all. The guy’s expression of anger is exactly how I feel. I despise these people. Like a cancer they’re 
spreading everywhere. I wish there was a cure, but there isn’t. One way of stopping them is to beat them 
at their own game. Now, if you have a problem with a scammer, who are you going to call? 


‘SCAM-BUSTERS!’ 
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